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Abstract: The integration of Internet of Things (IoT) technologies into solar energy sys-
tems has transformed them into smart solar energy systems, enabling advanced real-time
monitoring, control, and optimization. However, this connectivity also expands the at-
tack surface, exposing critical components to cybersecurity threats that could compromise
system reliability and long-term sustainability. This study presents a comprehensive cy-
bersecurity threat modeling analysis for IoT-based smart solar energy systems using the
STRIDE threat model to systematically identify, categorize, and assess potential security
risks. These risks, if unmitigated, could disrupt operations and hinder large-scale adoption
of solar energy. The methodology begins with a system use case outlining the architecture
and key components, including sensors, PV modules, IoT nodes, gateways, cloud infrastruc-
ture, and remote-access interfaces. A Data Flow Diagram (DFD) was developed to visualize
the data flow and identify the critical trust boundaries. The STRIDE model was applied to
classify threats, such as spoofing, tampering, repudiation, information disclosure, denial of
service, and elevation of privilege across components and their interactions. The DREAD
risk assessment model was then used to prioritize threats based on the Damage Potential,
Reproducibility, Exploitability, Affected Users, and Disability. The results indicate that most
threats fall into the high-risk category, with scores ranging from 2.6 to 2.8, emphasizing the
need for targeted mitigation. This study proposes security recommendations to address
the identified threats and enhance the resilience of IoT-enabled solar energy systems. By
securing these infrastructures, this research supports the transition to sustainable energy
by ensuring system integrity and protection against cyber threats. The combined use
of STRIDE and DREAD provides a robust framework for identifying, categorizing, and
prioritizing risks, enabling effective resource allocation and targeted security measures.
These findings offer critical insights into safeguarding renewable energy systems against
evolving cyber threats, contributing to global energy sustainability goals in an increasingly
interconnected world.

Keywords: cybersecurity; IoT security; sustainable energy; energy resilience; threat model;
STRIDE; solar energy; renewable energy; smart solar energy; DREAD

1. Introduction

The increasing need to address climate change, along with the demand for energy
security and economic stability, has accelerated the transition to renewable energy world-
wide [1,2]. Previously seen as an option, renewable energy is now recognized as a crucial
response for reshaping societal interactions with the environment, promoting economic
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development, and attaining energy independence [3]. The forecasts indicate that by 2050,
renewable energy may comprise as much as two-thirds of the global primary energy sup-
ply [4]. This significant increase encompasses several renewable sources such as solar,
wind, hydro, and bioenergy, all of which have experienced considerable technological
improvements, enhanced operating efficiency, and reduced costs [5]. Solar energy has
emerged as an example, with the cost of solar photovoltaic (PV) electricity decreasing sub-
stantially owing to technological advancements and economies of scale [6] Consequently,
solar energy has become a competitive alternative to traditional fossil fuels in many regions,
further accelerating its worldwide adoption [7].

The integration of modern technologies, such as IoT, has enhanced the inherent ad-
vantages of solar energy systems, thereby improving their functions and efficiency [8,9].
The Internet of Things (IoT) is a network of interconnected devices capable of real-time
communication and data sharing [10]. The integration of the IoT transforms solar energy
systems into smart solar systems, facilitating enhanced monitoring, control, and optimiza-
tion capabilities [11]. Incorporating the IoT into solar energy systems enables sensors to
collect real-time data on energy generation, environmental factors, and system efficacy.
These data are then transmitted to cloud platforms, facilitating remote monitoring and
allowing operators to monitor and manage system performance without physical presence.
A further benefit of the IoT is predictive maintenance. IoT-enabled sensors facilitate early
detection of system failures [12] and immediately generate alerts, enabling operators to
mitigate possible issues prior to experiencing substantial downtime. This enhances system
reliability and prolongs the operating lifespan of solar installations. Furthermore, dynamic
energy management is facilitated by real-time data analysis, enabling systems to adjust
energy output and distribution in response to demand [13]. This feature facilitates smart
grid integration, enabling solar energy systems to interact with extensive energy networks
to enhance the energy management efficiency [14].

However, although IoT integration enhances the functionality of solar energy systems,
it also significantly increases the attack surface of the system and introduces new cybersecu-
rity vulnerabilities [15]. The interconnected nature of IoT devices, involving extensive data
exchange between sensors, gateways, and cloud platforms, exposes critical components
to a wider range of cyber threats [16]. Real-time data transmission and remote access
create opportunities for attackers to intercept or manipulate data, whereas the distributed
nature of IoT devices makes securing the entire infrastructure more complex. Additionally,
weaknesses in the system that allow device spoofing, data tampering, and denial-of-service
attacks can compromise the integrity and availability of the system [17]. Moreover, the
vulnerabilities present in IoT-enabled systems can have severe consequences, including
the potential for large-scale power disruption. A notable example of this occurred during
cyberattacks on Ukraine’s electricity grid in December 2015, where attackers managed to
manipulate circuit breakers, causing power outages by injecting malicious firmware into
the system [18]. In this incident, attackers also launched denial-of-service (DoS) attacks on
telecommunication networks, effectively cutting off communication between consumers
and the grid [19]. As more devices become connected, the risk of cyberattacks increases,
making it essential to implement comprehensive security measures.

Given the increased attack surface in IoT-enabled solar PV systems, threat modeling
is essential for identifying and addressing potential security risks. Threat modeling is a
structured approach that helps analyze a system’s components, data flows, and vulner-
abilities, giving security teams the ability to anticipate how attackers might exploit their
weaknesses [20]. In these connected systems, where real-time data exchange is critical,
threat modeling allows for a deeper understanding of high-risk areas and guides security
efforts in a focused manner. This enables a comprehensive analysis of possible attack
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vectors and vulnerabilities, allowing for the implementation of targeted defenses early in
the design process, ultimately improving the system’s overall security and resilience. In
this study, we performed cybersecurity threat modeling for IoT-based smart solar energy
systems using the STRIDE threat model [21] to identify and assess potential threats to the
system. STRIDE offered a comprehensive approach for analyzing various threats targeting
critical system components, including sensors, IoT nodes, IoT field gateways, IoT cloud
gateways, cloud services, and remote access devices such as PCs and mobile devices. The
STRIDE framework, developed by Microsoft [22], is a well-established methodology for
identifying and categorizing security threats. However, their application to IoT-enabled
smart solar energy systems provides valuable insights into the unique challenges of these
interconnected environments, which combine IoT devices, cloud services, and renewable
energy infrastructure. These systems face distinct risks owing to diverse components,
critical trust boundaries across zones, and their reliance on real-time data exchange for
monitoring and control. By categorizing threats, STRIDE enables a detailed analysis of
vulnerabilities and maps threats to specific components and interactions. Even though
STRIDE is effective for identifying threats, it does not provide a quantitative measure of
their severity or prioritize them based on their potential impact. To address this limitation,
this study integrates the DREAD [23] risk assessment approach into the threat modeling
process. DREAD evaluates threats based on five key categories: Damage Potential, Repro-
ducibility, Exploitability, Affected Users, and Discoverability, providing a quantitative basis
for prioritizing threats and allocating security resources effectively. Current research threat
modeling techniques do not fully address the complex interactions between IoT devices,
cloud services, and remote user access in solar networks. The core research challenge
addressed in this study is the lack of a systematic, structured approach to identifying and
mitigating cybersecurity threats in IoT-based smart solar energy systems. The key scientific
contributions of this study are as follows:

1.  Tailored threat modeling for IoT-based solar systems: this study applies the STRIDE
threat model specifically to IoT-based monitored and controlled solar energy systems,
providing a structured method for addressing the unique security challenges faced by
these systems;

2. Enhanced understanding of key system vulnerabilities: this study identifies critical
threats, such as spoofing, tampering, denial of service, repudiation, information
disclosure, and elevation of privilege, and assesses their impact on key components,
such as sensors, IoT nodes, IoT gateways, cloud services, and local and remote users;

3. Proactive threat mitigation: using STRIDE at the system design stage, this research of-
fers a proactive method for identifying and addressing potential threats early, helping
reduce the risk of cyberattacks;

4. Broader implications for cyber—physical systems (CPS): the methodology extends
beyond solar energy systems and can be applied to other CPS environments, such as
smart grids and industrial control systems, offering a model for securing intercon-
nected infrastructure.

This study focuses on the systematic identification and classification of cybersecurity
threats in IoT-enabled solar energy systems using the STRIDE threat model. This study
introduces an enhanced approach by applying the STRIDE threat model to IoT-enabled
smart solar energy systems, considering multi-zone interactions (local user, cloud, and
remote users). Unlike prior studies that focus on device-specific vulnerabilities, our work
provides a comprehensive system-level threat analysis using a Data Flow Diagram (DFD)
to evaluate security risks at different interaction points. Additionally, this study uniquely
integrates cloud security risks, including threats at the IoT cloud gateway and cloud-
based services, which have been underexplored in IoT solar security research. Therefore,
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by classifying threats into distinct zones, the local user zone, cloud services zone, and
remote user zone, we systematically identify security risks across all layers of the system
architecture. Recent advancements in optimization and decision-making techniques offer
enhancements for IoT-integrated smart solar energy systems. Intuitionistic fuzzy multi-
objective transportation models aid in resource allocation under uncertainty [24], while
multi-choice fractional stochastic models provide insights into optimizing security resource
prioritization [25]. Even though this study focuses on STRIDE-based threat modeling,
future research could explore integrating these approaches to enhance security decision-
making in IoT-enabled energy networks.

This study aims to provide a foundational threat landscape that can inform subsequent
risk assessments and targeted mitigation strategies. The structure of this paper is as follows:
Section 2 reviews related work, discusses existing approaches and their limitations, and
highlights the need for a specialized threat modeling approach for loT-based smart solar
energy systems. Section 3 outlines the research methodology, including the system use
case and development of a Data Flow Diagram to map data interactions between system
components. Section 4 presents the findings of the threat analysis, along with a discussion
of the identified vulnerabilities and security recommendations to address them. Finally,
Section 5 concludes this paper and summarizes the key takeaways of the research.

2. Related Works

The rapid adoption of IoT technologies across diverse sectors, including renewable en-
ergy, has led to substantial improvements in system efficiency, automation, and data-driven
operation. Recent advancements in decentralized optimization algorithms have demon-
strated their potential to improve energy management efficiency and system resilience.
For instance, the authors in [26] proposed a risk-averse decentralized energy management
strategy for integrated electricity and heat systems (IEHSs) using the TSA-AD-ADMM
algorithm. Their approach leverages intelligent buildings (IBs). In addition to addressing
vertical heating imbalances, it incorporates a conditional value-at-risk (CVaR) method
to mitigate renewable energy and price risks. IoT-integrated smart solar energy systems
can benefit from decentralized algorithms to enhance energy management and resilience.
However, this increased level of connectivity has also expanded the attack surface, thereby
introducing new cybersecurity challenges. Researchers have intensively studied the vulner-
abilities inherent in IoT ecosystems, with a particular focus on identifying security risks and
proposing mitigation strategies. Recent advancements have introduced innovative tools
and methodologies to address the evolving loT security landscape. Machine learning (ML)
has emerged as a powerful tool for real-time threat detection and anomaly detection in IoT
systems [27,28]. Supervised learning models enhance intrusion detection systems (IDSs) by
accurately classifying malicious and benign activities, whereas unsupervised approaches,
such as clustering, are effective in identifying novel threats in dynamic environments.
The authors in [29] investigated a Non-Orthogonal Multiple Access (NOMA )-assisted
secure offloading scheme for vehicular edge computing networks. These techniques have
improved the ability to detect and respond to threats in IoT ecosystems. Blockchain tech-
nology offers a decentralized and tamper-proof ledger that ensures data integrity, secure
communication, and device authentication within IoT systems [30]. By eliminating the
need for centralized control, blockchain strengthens trust in IoT networks, particularly in
distributed environments, where devices exchange sensitive data.

Software-defined networking (SDN) enhances IoT security by providing centralized
control over network traffic, enabling dynamic threat mitigation, and better resource al-
location [31]. This allows real-time policy enforcement, effectively countering distributed
denial-of-service (DDoS) attacks and other network-based threats. Edge computing con-
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tributes to IoT security by processing data closer to the source, reducing latency, and en-
hancing privacy [32]. This approach protects sensitive information before it is transmitted
to cloud systems, thereby minimizing the risks of data breaches and unauthorized access.
Similarly, Artificial Immune Systems (AISs) are gaining attention owing to their adaptive,
self-learning capabilities to detect and neutralize abnormal behavior in IoT networks [33].

Moreover, there has been a growing emphasis on securing cyber—physical systems
(CPSs), such as smart grids and other critical infrastructures, by employing various threat
modeling techniques to assess potential attack vectors and vulnerabilities, enabling the
development of robust defense mechanisms.

To enhance the detection and prevention of cyber-attacks in CPSs, the researchers
in [34] developed a threat modeling approach that builds upon key elements of MITRE's
ATT & CK for the ICS framework, adding a new layer for more in-depth security assess-
ments. This approach evaluates and ranks threats based on the potential damage they
could cause to the CPS, focusing on their impact on system degradation. The threat model
is divided into two main parts: the adversary model and attack model. The adversary
model characterizes the attacker’s abilities and profile, considering factors such as the
resources at their disposal, their technical skills, knowledge of the system, access privileges,
and the opportunities they have to launch an attack, including the number of unsuccessful
attempts. The attack model looks at the specifics of malicious activities, such as how often
the attack can be repeated, how easily it can be reproduced, the CPS components targeted,
and the steps involved in compromising the system. Using this threat model, researchers
have proposed a CPS framework that identifies the hardware, software, and simulation
tools required to accurately model CPS environments. These high-fidelity models were
used to assess the performance of the system under different attack scenarios, thereby
providing insights into its vulnerabilities.

In [35], the researchers developed a detailed threat modeling method for cyber—
physical systems using the STRIDE methodology. The paper begins by outlining a practical
and efficient approach to applying STRIDE and then tests it in a real-world scenario using a
synchrophasor-based islanding testbed in a laboratory setting. This study investigated the
types of threats that could emerge in each system component, depending on the absence of
specific security properties, and how vulnerabilities within individual components could
compromise the security of the entire system. The researchers concluded that STRIDE is a
lightweight and effective tool for threat modeling in CPSs. Its simplicity allows security an-
alysts to identify vulnerabilities more easily and plan appropriate component-level security
measures during the system design stage.

In [36], the authors utilized two security threat modeling methodologies, Confidential-
ity, Availability, and Authentication (CIAA) and STRIDE, to examine and analyze potential
attackers and their capabilities, motivations, and a range of threats within the context of fog
computing. They proposed that conducting a detailed and systematic evaluation of threat
models for fog computing would aid security experts and researchers in developing more
secure and dependable fog computing systems. By applying both modeling processes,
the authors provided a comprehensive overview of the security challenges and identified
critical vulnerabilities that need to be mitigated.

In [37], the authors focused on the security and privacy challenges faced by smart
cities, which monitor residents in real-time and provide intelligent services in areas such
as energy, transportation, healthcare, and governance. Given growing concerns about
security and privacy, it is crucial to address these issues to build trust and confidence
among citizens, thus encouraging their participation in smart city services. The authors
applied STRIDE, a threat modeling technique developed by Microsoft, to identify and
categorize security threats in the complex infrastructure of smart cities. They also proposed
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possible countermeasures for each identified threat, with the aim of enhancing the overall
security framework of smart city systems.

In [38], the researchers proposed a broad threat model that addresses the attack sur-
faces of visual sensor network applications and their various components. The threats
identified in this model were organized using the STRIDE model, while the associated
vulnerabilities were categorized through Common Weakness Enumeration (CWE), a stan-
dard system for classifying security flaws. As a suggestion for future work, the authors
recommend expanding this approach to encompass cyber-physical systems to further
extend its scope and applicability.

Compared with other threat modeling approaches, such as MITRE ATT & CK [39],
PASTA [40], and OCTAVE [41], STRIDE offers distinct advantages that align closely with
the goals of this study. Its structured and systematic categorization of threats makes it par-
ticularly effective for analyzing the diverse and interconnected components of IoT-enabled
solar energy systems. Although MITRE ATT & CK provides a comprehensive repository
of adversarial tactics and techniques, its focus is on post-compromise scenarios rather
than proactive architecture-level threat identification [42]. Similarly, PASTA integrates
business impact analysis with technical threat modeling, offering a detailed risk-driven
approach [43]; however, its complexity and resource requirements make it more suitable for
enterprise-level applications. On the other hand, OCTAVE prioritizes organizational risk
management, focusing on critical assets and vulnerabilities [44], but lacks the component-
level granularity necessary for IoT architectures. STRIDE’s simplicity and emphasis on
system design and data flow vulnerabilities position it as a practical and focused choice for
the specific needs of this study.

This emphasis on STRIDE underscores the critical role of a targeted and systematic
threat modeling approach in securing IoT-enabled systems. Without a well-structured
threat modeling approach, it is challenging to effectively identify and address potential
vulnerabilities. The studies summarized in Table 1 illustrate the diverse applications
of threat modeling methodologies across IoT domains. These studies provide valuable
insights; however, they often focus on specific components or layers, such as device-level
vulnerabilities or domain-specific threats (e.g., smart cities, precision agriculture, and smart
homes). Moreover, based on our review, no prior work has fully employed the STRIDE
methodology to construct a comprehensive threat model tailored specifically to the unique
architecture and security demands of IoT-based solar energy systems. Therefore, our study
fills this gap by employing a customized STRIDE methodology to address the unique
security demands of loT-based solar energy systems.

Table 1. Comparison of related work on threat modeling in IoT systems.

References Methodology Focus Area Key Contributions Limitations
- - Focuses on path analysis;
[45] Quant1tat1v§ Threat Industrial CPS Quantltat}ve a.pproach for.threat lacks broader IoT
Modeling analysis with case studies. . .
integration.
[46] STRIDE Precision Agriculture Identified 58 threfat.s ar?d provided Limited ;?pphcablhty to
general mitigations. large IoT infrastructures.
Vulnerability and . Analyzed vulnerabilities and Lacks system-level
[47] . IoT Devices . . .
Threat Analysis proposed device-level controls. integration for IoT system.
Categorized security-related
threats for smart cities using o C
[37] STRIDE Smart Cities STRIDE; categorizes them and Limited applicability to

smart cities.
suggests general countermeasures

for each threat.
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Table 1. Cont.

References Methodology Focus Area Key Contributions Limitations

Applies STRIDE to identify threats
across IoT device, communication,
[48] STRIDE and DREAD loT-Based Smart Home and application layers; uses

Focused on layer-specific
threats; lacks system-level

Systems DREAD to rate risks and propose view a;(i;lo f:C;err?r solar
risk mitigation strategies. 8y 5y )
Identifies attack surfaces in visual
Visual Sensor sensor networks using STRIDE Limited to sensor-specific
[38] STRIDE and CWE Networks and categorizes vulnerabilities threats.
with CWE.
Combines STRIDE and CIAA to

[36] STRIDE and CIAA Fog Computing evaluate security threatsand — p 3140 46 £ computing.

vulnerabilities in fog computing
architectures.

Applies to IoT-based smart
solar energy systems.
Application to other IoT
domains may require
adaptation

Comprehensive threat model
Customized STRIDE IoT-Based Smart Solar  tailored to the unique architecture
and DREAD Systems and security demands of
IoT-based solar energy systems.

Our study

3. Methodology and System Architecture
3.1. Methodology

The overall methodology followed in this study is illustrated in Figure 1, which
provides a structured visualization of the step-by-step threat modeling process applied
to an IoT-based smart solar energy system. This process begins with the development
of a use-case scenario, outlining the system architecture and operational behavior. The
system is then decomposed into key components, including IoT sensors, PV modules,
data acquisition nodes, IoT gateways, cloud infrastructure, and remote user interfaces. A
Data Flow Diagram (DFD) [49] was subsequently created to map the flow of data between
components, highlighting critical interaction points and trust boundaries within the system.

Use Case Scenario | System Decomposition
Development ~ --------- » into Key Components r---------- >

v
| STRIDE-Based Threat
Modeling

Application to System
Use case

Threat Analysis and ’<

Figure 1. Methodology for cybersecurity threat modeling in IoT-based smart solar energy systems.

The STRIDE model was then applied to systematically identify potential security
risks, including spoofing, tampering, repudiation, information disclosure, denial of service,
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and elevation of privilege. The methodology ensures a comprehensive assessment of
cybersecurity threats in IoT-enabled smart solar energy network.

3.2. System Use Case

Figure 2 outlines the architecture of a smart solar energy system, highlighting the
integration of IoT devices, communication protocols, and cloud services. The system
architecture was divided into four layers, each supporting real-time monitoring, control,
and optimization to ensure scalability and functionality.
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Figure 2. System architecture for the IoT-based smart solar energy system use case.

e  The physical layer consists of PV modules and sensors that monitor key variables such
as temperature, humidity, and voltage generated by the PV;

o  TheIoT node layer uses a myRIO device to collect and process sensor data in real time,
performing localized control to estimate energy generation based on environmental
conditions;

e  The communication layer serves as a bridge between the field operations and cloud-
based analytics. The IoT gateway facilitates local monitoring and control, while
transmitting data to the cloud for further analysis;

e  The cloud layer processes, stores, and visualizes data. Using the Azure IoT Hub, the
system analyzes data for anomalies and optimization, stores them in both warm and
cold storage, and presents insights through user-friendly dashboards.

The system architecture incorporates two distinct data ingestion streams, collectively
referred to as stream gestion, which serve different purposes and enhance system function-
ality. The first stream is dedicated to real-time data analysis and visualization, facilitating
operational insights through the integration of the Azure IoT Hub, Azure Stream Analytics,
and Power BL In this configuration, a consumer group is created within an IoT Hub to
handle real-time data streams. Azure Stream Analytics processes the incoming data from
the IoT Hub and directs it to Power BI, where the data are visualized to provide immediate
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feedback on the system performance. More information on connecting the Azure IoT Hub
and PowerBI can be found in [50]. The second stream focuses on routing data from the
IoT Hub to the Azure Storage and Time Series Insights (TSI). A separate consumer group
is established to manage this data stream, ensuring that data destined for storage—cold
storage for long-term archival and warm storage for direct querying by the TSI—is appro-
priately handled. The TSI fetches input data from the IoT Hub and processes it, providing
a detailed view of the system’s performance over time. More information on implementing
time-series insights can be found [51].

The selected IoT-based solar energy system serves as a representative use case for
broader IoT architectures due to its integration of commonly used components such as IoT
sensors, gateways, cloud services, and real-time data visualization platforms. The security
risks identified in this study apply to IoT-based smart solar energy systems, which rely
on interconnected devices for monitoring and control. Past cybersecurity incidents, such
as attacks on power grids, highlight the growing cyber threats in energy infrastructure.
This study addresses these risks by applying STRIDE threat modeling to an IoT-enabled
solar energy system, a methodology adaptable to other IoT-based critical infrastructures,
including smart grids, industrial IoT, and smart cities. Secure data transmission and device
authentication remain as key challenges across these domains. In a previous study [16],
we implemented an IoT-based remote monitoring system for solar energy using a PV
module, sensors, a myRIO board, a PC as the IoT field gateway, and SystemLink Cloud for
monitoring. This system focused on the efficient and secure monitoring of PV parameters,
such as voltage and temperature. The key features of this architecture include the use of
Advanced Encryption Standards (AESs) for secure data transmission and Wi-Fi for wireless
communication between the myRIO board and the IoT field gateway. The encrypted data
were sent to a PC for local monitoring and transferred to the SystemLink Cloud for remote
monitoring via a user-friendly web-based interface. This study focuses on a representative
subset of IoT devices commonly found in smart solar energy systems, including sensors, IoT
nodes, IoT field gateways, IoT cloud gateways, and cloud-based services. Though a wide
range of IoT devices exist in the market, this paper analyzes security challenges specific
to these key components due to their role in system monitoring, data transmission, and
control for our use case. The findings and proposed security measures provide a structured
approach that can be adapted to other IoT architectures with similar functionalities. This
prior work demonstrates a practical example of IoT-enabled solar energy monitoring,
addressing key challenges, such as secure data transmission and remote accessibility. This
study builds on such systems by applying the STRIDE threat model to systematically
identify and address potential vulnerabilities across various components. Therefore, the
threat model presented in this study offers scalable security solutions that can enhance the
resilience of similar architectures.

3.3. System Decomposition into Key Components

To better understand the architecture of the IoT-based smart solar energy system
and its operation, the system was broken down into its key functional components. Each
component plays a crucial role in ensuring that the system operates efficiently and supports
its intended purpose. The main components are as follows:

e  Sensors and PV modules: these devices are the starting point of the system, gathering
essential data such as voltage, current, energy production, and environmental factors
such as temperature and sunlight. This real-time information forms the basis for
monitoring and managing the performance of the solar energy system;

e 0T nodes (myRIO Board): at the heart of local processing, the IoT node collects
and processes data from the sensors. The myRIO board, an integral part of this
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setup, extends beyond data aggregation by enabling control functions. For exam-
ple, it allows direct system adjustments, such as fine-tuning operations, to maintain
optimal performance;

o JoT gateways: these gateways act as a bridge between the local system and the cloud.
They ensure that data from IoT nodes are transmitted securely and seamlessly to cloud
services, where they can be further processed and stored. Moreover, the system can be
locally monitored at this level;

e Cloud services: the cloud serves as the brain of the system, handling data storage,
analytics, and visualization. It allows for real-time insights and long-term trend anal-
ysis, helping stakeholders make data-driven decisions regarding system operations
and performance;

e Remote user interfaces: these interfaces are the point of interaction for end-users
and administrators, providing access to monitor the system’s performance and issue
control commands when needed. They deliver real-time insights and actionable data
through intuitive dashboards, thereby ensuring that the system remains efficient
and responsive.

The local user zone, cloud services zone, and remote user zone are interconnected
through a continuous flow of data and control commands. Data generated by sensors and
IoT nodes in the local user zone are transmitted to the cloud services zone for storage, anal-
ysis, and visualization. These data are then accessed by remote users through cloud-based
dashboards, enabling real-time monitoring and control. However, this interdependence
introduces significant risks. For example, a breach in the cloud services zone could allow
attackers to manipulate data sent to remote users, leading to incorrect system adjustments
or even complete system shutdowns. Similarly, a compromised remote user device could
be used to inject malicious commands into the cloud, which could then propagate to the
local user zone, disrupting physical operations. Breaking the system into these components
provides a clear and structured view of how each component contributes to its functionality.
This understanding lays the foundation for further analysis.

3.4. Data Flow Diagram (DFD)

The DFD in Figure 3 provides a representation of the operation of the loT-based smart
solar energy system. It shows the flow of data between components and highlights the
interactions that enable both the monitoring and control of the system. The process starts
with data generated at the sensors and moves through various stages, including local
processing, cloud storage and analysis, and user-driven actions. This ensures that the
system operates efficiently while enabling real-time communication and decision-making.

At the starting point, sensors connected to the PV modules collect real-time operational
data such as voltage, current, and temperature. These data are sent to an IoT node (myRIO),
which processes the readings and prepares them for further use. The IoT node also plays a
role in responding to control commands. For instance, a local user can send a command to
recalibrate the sensors or adjust the system parameters to optimize the energy performance.

The data are then forwarded to the IoT field gateway, which serves as a bridge
between the local system and the cloud. The field gateway transmits the processed data to
the IoT cloud gateway (Azure IoT Hub), which is a key component that ensures reliable
communication with the cloud infrastructure. This step is essential for transferring data
and maintaining connectivity between the different parts of the system.
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Figure 3. Data Flow Diagram.

Once in the cloud infrastructure, the data are stored in the Azure Storage. Storage is
categorized as follows:

Cold storage: used for archiving historical data, which can later be analyzed for trends
or system optimization;

Warm storage: allows for direct querying and real-time analysis through Azure Time
Series Insights (TSI), enabling immediate monitoring and quick fault detection.

The stored data were further processed using tools such as Azure Stream Analytics
and Time Series Insights, which analyze both real-time and historical data to identify
performance trends, detect faults, and generate insights. The results of this analysis
are presented on Interactive Dashboards, making the information accessible to users for
decision making. These dashboards allow users to interact with the system effectively; a
remote user might analyze the dashboard and spot a critical issue, such as unusual energy
output. To prevent further damage, the user can send a command through the cloud to shut
down the system or adjust operational parameters. Similarly, a local user can access real-
time performance data and issue control commands via an IoT field gateway. For example,
the user may reset the components or adjust the energy loads to restore the efficiency of the
system. The overall flow of the data and control commands can be summarized as follows:

e Real-time data are generated by sensors and processed at an IoT node (myRIO);

o  TheIoT field gateway transmits these data to the Azure IoT Hub;

e  Data are stored in Azure Storage (cold or warm) and analyzed using Stream Analytics
and TSI;

e  Results are displayed on Interactive Dashboards for users to monitor and evaluate;

e  Users issue control commands that flow back through the IoT Hub and field gateway
to the IoT node for execution.

The two-way flow of data and control commands ensures that the system is responsive,
efficient, and adaptable. By allowing both local and remote users to monitor real-time
performance, detect anomalies, and take immediate action, the system achieves a high
degree of flexibility and reliability.

The system has been classified into three zones: the local user zone, cloud services
zone, and remote user zone. This classification not only organizes the flow of data but
also helps to systematically identify potential threats and risks within each zone. By
analyzing these zones individually, it becomes easier to pinpoint vulnerabilities specific to
local operations, cloud infrastructure, and remote interactions, ensuring a comprehensive
assessment of security risks across the entire system
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3.5. STRIDE Threat Analysis Process Methodology

Figure 4 illustrates the structured methodology for conducting the STRIDE threat
analysis. The process begins by selecting a specific STRIDE threat for investigation, followed
by choosing an element from the DFD for analysis. Each identified threat was analyzed to
determine its potential impact on the system. This process is repeated for each DFD element
and STRIDE threat until all components have been analyzed, ensuring comprehensive
coverage of potential vulnerabilities.

Yes Afe All STRIDE Threats
Analyzed

Selecting a Selecting Data flow| ave All DF
\STRIDE Threat| » diagram(DFD) Threats Elements Been
Element Iw]entlt'lcatlon w

Figure 4. Flowchart of STRIDE threat analysis process.

3.6. Risk Assessment Using DREAD Approach

To complement the STRIDE threat modeling and provide a quantitative basis for
prioritizing identified threats, this study employs the DREAD risk assessment model.
DREAD [52] evaluates the severity of security threats based on five key categories: Damage
Potential (D), Reproducibility (R), Exploitability (E), Affected Users (A), and Discoverability
(D). Each category is scored on a scale of 1 (low) to 3 (high), and the overall risk score for a
threat is calculated using the formula: Risk Score = (D + R+ E + A + D)/5.

Damage Potential measures the severity of the impact if the threat is realized, with high
scores indicating significant harm such as system failure or data corruption. Reproducibility
evaluates how easily the attack can be reproduced, with high scores indicating that the
attack can be consistently replicated with minimal effort. Exploitability assesses the effort
and resources required to exploit the vulnerability, with high scores indicating that the
attack can be executed with minimal technical skill or resources. Affected Users estimates
the scale of the impact in terms of the number of users, devices, or systems affected,
with high scores indicating a large portion of the system or user base could be impacted.
Discoverability evaluates how easily the vulnerability can be discovered by attackers,
with high scores indicating that the vulnerability is well documented, easily detectable,
or publicly known. The overall risk score is categorized into three levels: Low (1.0-1.5)
for minimal impact and low priority, Medium (1.6-2.5) for moderate impact and medium
priority, and High (2.6-3.0) for severe impact and high priority. The DREAD framework
was applied to each specific threat identified in the STRIDE analysis for the local user zone,
cloud service zone, and remote user zone, enabling a structured approach to prioritizing
threats and allocating security resources effectively. By integrating DREAD with STRIDE,
this study provides a quantitative measure of threat severity.

4. Results and Discussion

Given the complex nature of our smart solar energy system, which spans local user
interactions to cloud-based services, STRIDE threat modeling offers a systematic way to
evaluate security risks across the entire system architecture. Each zone—local users, cloud
services, and remote users—presents unique vulnerabilities. Using STRIDE, how data
flows through these zones and where trust boundaries might expose the system to potential
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threats were assessed. The primary goal of this evaluation is to develop targeted strategies
to mitigate these risks and ensure that the system remains resilient to cyberattacks.

The STRIDE threat model categorizes security threats into six categories. Each of these
categories affects a specific aspect of a system’s security, including authentication, integrity,
confidentiality, availability, and authorization.

e  Spoofing threatens authentication by allowing attackers to impersonate legitimate
users and devices;

e  Tampering compromises integrity by enabling unauthorized changes to the data;

e Repudiation undermines non-repudiation and allows users to deny their actions or
transactions;

e Information disclosure jeopardizes confidentiality by exposing sensitive information;

e  Denial of service (DoS) affects availability, rendering services or systems inaccessible;

e  The elevation of privileges bypasses authorization controls, allowing unauthorized
actions or access.

4.1. Threat Analysis and Risk Assessment for Local User Zones in Smart Solar Energy Systems

The STRIDE threat model analysis in Table 2 identifies critical security risks within
the local user zone of the smart solar energy system, encompassing components such as
sensors, the IoT node, local users, and the IoT field gateway. Spoofing risks are identified
when attackers impersonate legitimate sensors or users, potentially injecting false data
or making unauthorized modifications. Tampering poses a threat by altering the data
during transmission between the IoT node and the IoT field gateway, leading to incorrect
system behavior. Repudiation risks arise from local users denying responsibility for sys-
tem changes, complicating incident response and accountability. Information disclosure
vulnerabilities expose sensitive operational data during transmission, thereby increasing
the likelihood of further exploitation. DoS attacks can overwhelm critical components,
such as the IoT node and gateway, disrupting system availability and hindering real-time
operations. Finally, the elevation of privilege threats enable unauthorized users to gain
administrative access, leading to harmful system modifications.

Table 2. STRIDE threat analysis for local user zone.

Component/Communication

Threat Category/STRIDE Flow Identified Threat Associated Risk
Incorrect data leads to poor
Spoofing (S) Sensors to IoT Node Sensor impersonation system actions, risking
damage.
. Local User to IoT Field Attacker posing as a Unauthorized access may
Spoofing (S) C o .
ateway legitimate user alter system settings.
. IoT Node to IoT Field Data alteration during Manipulated data impacts
Tampering (T) G o energy management
ateway transmission decisi
ecisions.
Tampering (T) Sensors Physical manipulation of False readings disrupt
sensors system performance.
Repudiation (R) Local User to ToT Node Denial of responsibility for Lack of accountability

system changes hinders issue resolution.
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Table 2. Cont.
Threat Category/STRIDE Componenlt:/lCosvmmumcahon Identified Threat Associated Risk
Information Disclosure (I) IoT Node Exposure of sensitive Leaked data exposes

system data

system vulnerabilities.

Information Disclosure (I)

Sensors to IoT Node

Data interception during

Compromised data reveals

transmission critical information.
Denial of Service (D) IoT Field Gateway O\{erloadlng of gateway  Disrupted communication
with excessive requests affects system control.
Elevation of Privilege (E) Local User Unauthorized elevation of Unauthorized access

user privileges

allows harmful changes.

To further prioritize these threats and provide a quantitative basis for decision-making,

the DREAD risk assessment framework was applied. DREAD evaluates each threat based

on five key categories: Damage Potential, Reproducibility, Exploitability, Affected Users,

and Discoverability. The results of this assessment are presented in Table 3.

Table 3. Risk assessment for local user zone.

Threat

Specific

Reproducibility Exploitability

Affected

Discoverability Risk Score

Category Threat ~ D2mage® ®) ® Users (A) (D) (Avg) ~ RiskLevel
Spoofing (S) pseirsf;gggn 3 2 2 3 3 2.6 High
Attacker
Spoofing (S) ﬁg;ﬂ?n e 3 2 2 3 2 24 Medium
user
Data
Tampering alteration .
0 during 3 3 2 3 2 2.6 High
transmission
Tamperin Physical ma-
(P}) & nipulation of 3 2 2 3 2 24 Medium
sensors
Repudiation Denial of re-
P (®) sponsibility 2 2 1 2 2 1.8 Medium
for changes
Information Exposure of
. sensitive 3 2 2 3 3 2.6 High
Disclosure (I) system data
Data
Information interception 3 5 5 3 3 26 Hich
Disclosure (I) during ’ &
transmission
. Overloading
SDe‘Tlal (‘]’é) of gateway 3 3 3 3 2 2.8 High
ervice with requests
Unauthorized
Elevation of elevation of 3 5 5 3 2 24 Medium

Privilege (E)

user
privileges

The DREAD risk assessment reveals that several threats in the local user zone pose

a High Risk, with risk scores ranging from 2.6 to 2.8. For example, sensor impersonation

received a risk score of 2.6, reflecting its potential to cause significant damage through

incorrect data inputs, its moderate Reproducibility, and its high Discoverability. Similarly,

overloading the gateway with excessive requests (a specific instance of denial of service)
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scored 2.8, the highest risk score in the local user zone. This threat poses a severe risk
to system availability, as it can disrupt communication between critical components, ren-
dering the system unresponsive. Other high-risk threats include data alteration during
transmission and exposure of sensitive system data, both scoring 2.6.

In contrast, threats such as attacker posing as a legitimate user, physical manipulation
of sensors, and unauthorized elevation of user privileges were categorized as Medium
Risk (scores: 2.4), as they require more effort to exploit or have a more limited impact.
Repudiation was also categorized as a Medium Risk (score: 1.8), as it primarily affects
accountability rather than system functionality.

4.2. Cloud Services Zone Threat Analysis and Risk Assessment in Smart Solar Energy Systems

The cloud services zone is a crucial part of the smart solar energy system, managing
the flow, storage, and analysis of data from IoT devices in the local user zone. This zone
includes essential components, such as the IoT cloud gateway (Azure IoT Hub), Cloud
Storage, Stream Analytics, and dashboards for user interaction and system control. The
STRIDE-based threat analysis in Table 4 highlights the key vulnerabilities and the associated
risks within this zone.

Table 4. STRIDE threat analysis for the cloud services zone.

Component/Communication

Threat Category Flow Identified Threats Associated Risk
IoT Field Gateway to IoT field gateway may be Unverified devices C.Ould
. . send false data, leading to
Spoofing (S) Cloud Gateway (Azure IoT impersonated by an . .
inaccurate analytics or
Hub) attacker : . .
misconfigurations.
Data Flow from IoT Field Data interception or Modified data could cause
Tampering (T) Gateway to Cloud alteration during inaccurate decisions or
Gateway transmission system errors.
Changing stored data may
. Alteration of stored result in faulty analytics
Tampering (T) Cloud Storage historical data and skew future
predictions.
. . IoT Field Gateway to Exposure of sensitive data Leaked data could rev gal
Information Disclosure (I) . L system weaknesses, aiding
Cloud Gateway during transmission .
potential attackers.
Unauthorized access to Leaked data could be used
Information Disclosure (I) Cloud Storage to launch more precise

cloud-stored data

attacks.

Denial of Service (D)

Stream Analytics

Flooding the system with
excess data

Overload may cause delays
or failures in analytics,
leading to system
inefficiencies.

Elevation of Privilege (E)

Cloud Dashboard and
Admin Control Access

Attackers could gain
unauthorized admin access

Gaining higher access may
allow attackers to alter
system configurations or
disable security controls.

Spoofing presents a significant risk where attackers can impersonate the IoT cloud

gateway or remote users by injecting false data into the cloud. This can lead to incorrect
analytics and system misconfigurations, ultimately affecting the system performance and
reliability. Tampering during data transmission between the IoT cloud gateway and cloud
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storage is another concern, as altered data can result in faulty decisions, disrupting both
short-term operations and long-term optimization. Additionally, manipulating historical
data stored in the cloud can compromise future system analyses and forecasts.

Repudiation is a risk when remote users access the system through dashboards, as
users might deny making critical changes without adequate tracking, thus making it
difficult to hold them accountable. Information disclosure poses a serious threat, especially
if sensitive operational data are leaked during transmission owing to poor encryption,
giving attackers valuable insights into system vulnerabilities.

DoS attacks targeting the IoT cloud gateway or Stream Analytics could overwhelm
these systems, leading to delays or even outages, which could disrupt real-time control and
monitoring. Lastly, elevation of privilege represents a high risk, as unauthorized access to
administrative controls could allow attackers to make harmful changes across the system,
compromising its overall security and stability.

To further assess the severity of these threats and optimize resource allocation, a risk
assessment framework was utilized. DREAD evaluates threats across five key dimensions:
Damage Potential, Reproducibility, Exploitability, Affected Users, and Discoverability. The
results of this assessment are summarized in Table 5. The findings indicate that most threats
within the cloud services zone are categorized as High Risk, with scores ranging from 2.6
to 2.8. For example, the IoT field gateway impersonation threat received a score of 2.6,
highlighting its ability to disrupt system operations by injecting false data, its moderate
Reproducibility, and the high likelihood of being detected by attackers. Similarly, the denial-
of-service (DoS) threat caused by flooding the system with excess data had the highest risk
score of 2.8, reflecting its potential to overload cloud services, resulting in delays or failures
in data processing and overall system functionality. Other high-risk threats include data
interception or alteration and exposure of sensitive data during transmission, both scoring
2.6 due to their significant impact on data integrity and confidentiality.

Table 5. Risk assessment for cloud services zone.

(D) data

Threat Category Specific Threat D R E A D Risk Score (Avg)  Risk Level
Spoofing (5) 101 field gateway 5 2 2 3 3 26 High
impersonation
Tampering (T) ~ D2ta interception 4 3 2 3 2 26 High
pering or alteration : g
Alteration of
Tampering (T) stored historical 3 2 2 3 2 24 Medium
data
Exposure of
Information sensitive data .
Disclosure (I) during 3 2 2 3 3 26 High
transmission
Information Unauthorized
Disclosure (I) access to 3 2 2 3 3 2.6 High
cloud-stored data
. . Flooding the
Denial of Service system with excess 3 3 3 3 2 2.8 High
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Table 5. Cont.
Threat Category Specific Threat D R E A D Risk Score (Avg) Risk Level
giﬁég‘(g U“amh:zi‘;‘: admin 4 2 2 3 2 24 Medium
Tampering (1)~ eration of stored 2 2 3 2 24 Medium

historical data

Conversely, threats such as alteration of stored historical data and unauthorized admin
access were assessed as Medium Risk, each scoring 2.4. These threats still present notable
security concerns; nevertheless, they are considered less critical than high-risk threats due
to lower Exploitability or a more restricted impact. For instance, modifying historical data
requires access to storage systems, whereas unauthorized admin access relies on exploiting
specific vulnerabilities.

4.3. Remote User Zone Threat Analysis and Risk Assessment

In the remote user zone, individuals use PCs and mobile devices to monitor and
control smart solar energy systems through cloud-based services. However, this setup
introduces several security risks.

Spoofing: attackers can impersonate legitimate users by stealing or guessing cre-
dentials using techniques such as phishing [53], malware, or exploiting weak passwords.
This can grant unauthorized access to cloud dashboards, enabling them to alter system
configurations or steal sensitive data;

Tampering: unsecured communication channels between remote devices and cloud
services are vulnerable to interception and modification. Attackers can manipulate data
packets, resulting in incorrect commands or misleading analytics. In addition, compromised
devices can send unauthorized instructions to the system, thereby affecting its operation;

Repudiation: without proper logging and tracking systems, users or attackers can
deny their involvement in critical actions. This lack of accountability complicates efforts to
trace unauthorized changes, respond to incidents, and undermine system security;

Information disclosure: unencrypted communication exposes eavesdroppers to crit-
ical data, such as system settings, operational metrics, and credentials. If devices are
compromised, they can leak sensitive information, giving attackers further access to
the system;

Denial of service: attackers can overwhelm cloud services or remote devices with exces-
sive traffic, rendering them nonfunctional. This prevents legitimate users from controlling
or monitoring the system, potentially causing operational problems;

Elevation of privilege: exploiting vulnerabilities in user accounts or devices enables
attackers to gain unauthorized access levels. With administrative privileges, they can make
unrestricted changes, thereby putting the system’s stability and security at risk. Table 6
summarizes the threats in the remote user zone.

Table 6. STRIDE threat analysis for the remote user zone.

Component/Communication

Threat Category (STRIDE) Flow Identified Threat Associated Risks
. Remote User Devices Attackers steal credentials to Unap.proved access leads to
Spoofing (S) . . malicious actions or data
(PC/Mobile) impersonate users
breaches.
Spoofing (S) Data Transmission between Data interception and Al;eign?itaeizziifsaﬁty
P & User Devices and Cloud manipulation b P

inaccurate analytics.
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Table 6. Cont.

Threat Category (STRIDE)

Component/Communication
Flow

Identified Threat

Associated Risks

Malware changes apps or

Unauthorized commands or

Tampering (T) Remote User Devices system settings data leaks can occur.
. . Poor accountability makes
Repudiation (R) User Actions on Cloud Users deny performing key auditing and incident

Dashboard

actions due to lack of logging

response difficult.

Information Disclosure (I)

Unencrypted Communication
Channels

Data are exposed during
transmission

Attackers can access sensitive
system data or credentials.

Information Disclosure (I)

Remote User Devices

Compromised devices expose
credentials or data

Leaked information enables
further system attacks.

Denial of Service (D)

Remote Access Services

Attackers flood cloud services
used by remote users

Legitimate users lose access,
disrupting system control.

Denial of Service (D)

Remote User Devices

DoS attacks render devices

Users can not remotely

(PC/Mobile) inoperable monitor or control the system.
Attackers exploit Full administrative access
Elevation of Privilege (E) Remote User Accounts vulnerabilities for higher .
privileges allows system-wide control.

To further evaluate the severity of these threats, the DREAD risk assessment frame-
work was applied. DREAD assesses threats across five dimensions: Damage Potential,
Reproducibility, Exploitability, Affected Users, and Discoverability. The outcomes of this
assessment are detailed in Table 7. The DREAD assessment reveals that the majority of
threats in the remote user zone are classified as High Risk, with scores ranging from 2.6
to 2.8. For example, attackers stealing credentials to impersonate users scored 2.8, the
highest risk score in this zone. This threat poses a severe risk, as it allows attackers to gain
unauthorized access, potentially leading to malicious actions or data breaches. Similarly,
flooding cloud services with excessive requests (a denial-of-service threat) also scored 2.8,
highlighting its potential to disrupt system access for legitimate users and compromise
system control. Other high-risk threats include data interception and manipulation and
exposure of sensitive data during transmission, both scoring 2.6 due to their severe impact
on data integrity and confidentiality.

Table 7. Risk assessment for remote user zone.

Threat Category Specific Threat D R E A D Risk Score (Avg)  Risk Level
Attackers steal

Spoofing (S) credentials to 3 3 2 3 3 2.8 High
impersonate users

Spoofing (S) Data interception 5 2 2 3 3 2.6 High

P & and manipulation : &
Malware changes
Tampering (T) apps or system 3 2 2 3 2 2.4 Medium

settings
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Table 7. Cont.
Threat Category Specific Threat D Risk Score (Avg)  Risk Level
Users deny
. performing key .
Repudiation (R) actions due to lack 2 1.8 Medium
of logging
. Data are exposed
Information . .
. during 3 2.6 High
Disclosure (I) . ©.
transmission
. Compromised
Information . .
Disclosure (I) devices expose 3 2.6 High
credentials or data
Attackers flood
Denial of Service cloud services .
(D) used by remote 2 28 High
users
Denial of Service DOS. atta'cks render 5 24 Medium
(D) devices inoperable
. Attackers exploit
Elevation of vulnerabilities for 2 24 Medium

Privilege (E)

higher privileges

In contrast, threats such as malware changing apps or system settings, denial-of-
service attacks rendering devices inoperable, and exploitation of vulnerabilities for higher
privileges were rated as Medium Risk (scores: 2.4). Despite the fact that these threats
still pose significant risks, they are less urgent than high-risk threats due to their lower
Exploitability or more limited scope of impact. For instance, malware attacks require the
installation of malicious software, and DoS attacks on individual devices affect only a
subset of users. Notably, none of the threats in the remote user zone were classified as Low
Risk (1.0-1.5), indicating that all identified threats require some level of attention. These
findings emphasize the importance of implementing robust security measures to address
the identified risks

The integration of the STRIDE threat modeling and DREAD risk assessment frame-
works across the local user zone, cloud services zone, and remote user zone has provided a
systematic prioritization of cybersecurity risks in IoT-enabled smart solar energy systems.
The analysis revealed that the majority of threats fall into the high-risk category, with scores
ranging from 2.6 to 2.8, even though a smaller subset was classified as Medium Risk, with
scores between 1.8 and 2.4. Notably, no threats were identified as Low Risk, underscoring
the critical need for comprehensive security measures.

The interdependence between the local user zone, cloud services zone, and remote
user zone creates a complex risk landscape where vulnerabilities in one zone can cascade to
others. For instance, if an attacker successfully spoofs a sensor in the local user zone, they
can inject false data into the cloud services zone. These false data could lead to incorrect
analytics, resulting in harmful control commands being sent back to the local system,
potentially causing physical damage or operational disruptions. Similarly, a denial-of-
service (DoS) attack on the cloud services zone could prevent remote users from accessing
critical monitoring and control functions, leading to operational inefficiencies or even
system failures. Furthermore, if a remote user’s credentials are compromised, attackers
could gain unauthorized access to the cloud services zone, allowing them to manipulate
data or send malicious commands to the local user zone. These examples highlight the
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necessity of a multi-layer defense approach, where security measures are implemented at
each zone to mitigate the risk of cascading failures.

4.4. Security Controls Recommendations for IoT Based Smart PV System

1.  Intrusion Detection and Prevention Systems

Intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) are impor-
tant for maintaining system integrity [54,55]. An IDS monitors operations, device behaviors,
and network traffic to detect potential security breaches such as malware, unauthorized ac-
cess, and abnormal activities [56]. They provide the early detection of threats and generate
logs for post-incident analysis [57]. An IDS can be signature-based (for example, Zeek [58],
Suricata [59], and Snort [60]), comparing activities against known patterns, or anomaly
based, which detects deviations from normal behavior. In contrast, anomaly-based IDSs
work by establishing a baseline of normal network behavior and then detecting deviations
from this norm.

The IPS extends IDS functionality by not only detecting threats but also blocking
suspicious traffic and isolating compromised devices [61]. This proactive approach reduces
risks but may occasionally block legitimate actions, requiring careful configuration and
monitoring. IDSs and IPSs are critical for intelligent PV systems, where large data flows
from sensors and control systems require constant monitoring of irregularities. Regular
updates to detection methods ensure that these systems remain effective in the dynamic
cybersecurity landscape. Advancements in IDSs include hybrid systems that monitor both
physical and cyber networks, offering comprehensive protection against cyber—physical
attacks on distributed energy resources (DERs) [62].

The implementation of an IDS/IPS in IoT-enabled solar energy systems is a promising
approach for enhancing cybersecurity. However, several challenges must be addressed
to ensure that these systems are deployed effectively. One obstacle lies in the resource
constraints inherent in IoT devices [63], such as sensors and gateways. These devices often
have limited computational power and memory, rendering full-scale IDS/IPS solutions
challenging. Lightweight frameworks specifically designed for such environments become
important aspect in mitigating these limitations.

Another challenge is the complexity involved in configuring the anomaly-based IDS
solutions. Although effective, these systems require extensive tuning to balance false
positives and false negatives. This process demands not only technical expertise but also
ongoing efforts, particularly in highly dynamic and interconnected IoT ecosystems, such
as smart solar energy systems. Additionally, the financial costs associated with deploying
advanced IDS/IPS solutions, including hardware, software licenses, and skilled personnel,
can create barriers, particularly for smaller projects with budget constraints. Integration
with the existing IoT infrastructure further complicates implementation. Many systems
rely on legacy devices and protocols, necessitating significant customization to ensure
compatibility. Such efforts often extend deployment timelines and demand additional
resources, thus underscoring the need for strategic planning and incremental adoption.

Despite these challenges, there are viable strategies to enhance its feasibility.
Lightweight IDS/IPS solutions designed for IoT environments can alleviate resource de-
mands, whereas a phased implementation approach prioritizes critical components like
gateways and cloud interfaces, enabling resource allocation to be managed effectively.
Continuous updates to detection algorithms and staff training are essential for adapting to
evolving threat landscapes and for maintaining system resilience. By carefully navigating
these challenges and adopting targeted mitigation strategies, the benefits of the IDS/IPS
can be realized, contributing to the development of secure and sustainable IoT-enabled
solar energy systems.
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2. Access Control and User Authentication

Incorporating IoT technology into smart PV systems requires strict access control and
authentication mechanisms to protect the sensitive data. Access control restricts system
access to authorized individuals, and user authentication verifies their identity. Role-
based access ensures that users access only the functions necessary for their roles, thereby
reducing insider threats.

Multifactor authentication (MFA) [64], robust password policies, and biometrics
strengthen user authentication by requiring multiple verification methods. These mecha-
nisms protect critical system data and components, and mitigate the risks associated with
unauthorized access or malicious behavior. Proper planning, maintenance, and updates
are crucial to ensure that these controls adapt to emerging cybersecurity threats.

Access control and user authentication are fundamental to securing IoT-enabled solar
energy systems, as they prevent unauthorized access and ensure that only legitimate
users can interact with critical system components. However, the implementation of these
mechanisms in such environments poses several technical challenges.

One challenge arises from the compatibility with legacy devices. Many IoT-enabled
solar energy systems involve older hardware and protocols that may not support modern
authentication mechanisms such as biometrics or token-based systems. This limitation
often necessitates custom integration efforts, which can increase deployment complex-
ity and cost. To mitigate these challenges, lightweight and scalable access control sys-
tems tailored to the IoT environment are essential. Combining role-based access control
with dynamic access policies can adapt permissions in real time based on the device
or user behavior. Additionally, MFA solutions optimized for usability, such as push
notifications or time-based one-time passwords (TOTPs), can enhance security without
overburdening users.

For legacy systems, middleware solutions that act as authentication bridges can help
integrate advanced mechanisms with the older infrastructure. Furthermore, implementing
continuous authentication systems that monitor user activity for anomalies after the initial
login can provide an additional protection layer. By adopting these strategies, access control
and authentication mechanisms can be deployed effectively, ensuring the integrity and
security of IoT-enabled solar energy systems without compromising operational efficiency.

3. Security Monitoring and Incident Response

Security monitoring ensures the constant monitoring of a smart PV system by de-
tecting potential threats in real time. These include monitoring networks, sensors, and
other system components for vulnerabilities and abnormalities. Incident response comple-
ments monitoring by containing threats, analyzing root causes, eradication, and ensuring
compliance with regulations [65].

An effective incident response minimizes the impact of security breaches by facili-
tating quick recovery and implementing measures to prevent recurrence [66]. However,
the complexity of smart PV systems with multiple interconnected components makes
balancing false positives and false negatives a challenge, requiring sophisticated solutions
and significant investment in technology and training.

Security monitoring and incident response are critical components of a comprehensive
cybersecurity strategy for IoT-enabled solar energy systems. These systems, with their inter-
connected devices and reliance on real-time data, require robust mechanisms to promptly
detect, analyze, and respond to security threats. However, implementing these measures
in practice involves both technical and operational challenges. A primary challenge in
security monitoring is balancing the volume of data generated by IoT devices with the
ability to identify meaningful anomalies. The absolute volume of data streams from sen-
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sors, gateways, and cloud systems can overwhelm monitoring tools, particularly when
traditional methods are used. Advanced techniques such as machine learning and anomaly
detection algorithms are necessary to filter noise and pinpoint genuine threats, but these
require substantial computational resources and expertise for effective implementation.

An incident response faces its own set of challenges, particularly in coordinating
actions across a distributed system. The decentralized nature of loT-enabled solar energy
systems, which span local devices, cloud platforms, and remote user interfaces, makes
isolating and containing threats complex. Delayed responses owing to inadequate commu-
nication between components can worsen the impact of security breaches.

To overcome these challenges, security monitoring should leverage scalable and intel-
ligent systems that can adapt to the dynamic behavior of IoT environments. Centralized
dashboards integrated with advanced analytics tools can help security professionals visual-
ize threats in real time, enabling faster decision-making. For incident response, automated
mechanisms, such as playbooks for common threat scenarios and pre-configured isolation
protocols for compromised devices, can significantly reduce response times. Further-
more, integrating monitoring and response systems with logging and auditing capabilities
ensures that incidents are managed effectively and analyzed post-event for continuous
improvement. By addressing these challenges with adaptive and integrated solutions,
IoT-enabled solar energy systems can achieve resilient and proactive cybersecurity.

4. Data Encryption and Data Privacy

IoT-enabled PV systems generate significant amounts of data on energy production,
system performance, and user interaction. Data encryption ensures that sensitive informa-
tion is protected during transmission, thereby preventing unauthorized access. Encryption
is the key to meeting data protection regulations and maintaining user trust. Nevertheless,
balancing security and usability, particularly with effective key management, remains
challenging.

Data encryption and privacy are critical for securing the vast amount of sensitive infor-
mation generated by IoT-enabled solar energy systems. These systems rely on continuous
data exchange between sensors, gateways, and cloud platforms, thereby protecting data in
transit, and at rest is paramount. However, implementing encryption and ensuring privacy
in these environments introduce specific technical challenges [67]. One key challenge is the
processing overhead introduced by encryption algorithms. IoT devices, particularly those
deployed in the field such as sensors and edge nodes, often have limited computational
power and memory. Implementing robust encryption protocols, such as AESs, for data
security can strain these devices and potentially impact real-time operations. It is necessary
to optimize encryption schemes to balance security and performance.

Thus, effective key management poses a significant challenge. In distributed IoT
systems, managing encryption keys securely across multiple devices and communication
endpoints is becoming increasingly complex. Compromised keys can lead to unauthorized
access, undermining the overall security of the system. Robust key rotation policies and
secure storage mechanisms, such as hardware security modules (HSMs), are essential
for mitigating these risks. Data privacy concerns are further complicated by regulatory
requirements, such as GDPR or region-specific privacy laws. These regulations demand
strict compliance in handling user data, including ensuring encryption, anonymization,
and protection from unauthorized access. Achieving compliance and still maintaining
system usability and efficiency adds an additional layer of complexity.

Addressing these challenges requires the adoption of lightweight encryption algo-
rithms optimized for IoT devices alongside selective encryption techniques that prioritize
the protection of sensitive data and reduce resource consumption. Integrating automated
key management solutions can enhance security while minimizing human error. Addition-
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ally, privacy-enhancing technologies such as data masking and differential privacy can help
align system operations with regulatory mandates without compromising functionality.
Advancements in quantum communication networks offer promising solutions to many
IoT security challenges [68-70]. These include secure-transmission encryption, digital
signatures, and strong identity authentication. For example, quantum key distribution
has demonstrated effectiveness in secure transmission encryption [71], whereas quantum-
based digital signatures provide enhanced authentication mechanisms [72]. Integrating
these cutting-edge technologies into IoT-enabled solar energy systems can address the
vulnerabilities that traditional cryptographic methods struggle to mitigate, particularly
in the face of emerging quantum computing threats. While the current study focuses on
conventional security measures, specific research works could explore the feasibility of
incorporating quantum cryptography to enhance smart PV system resilience.

5. Regular Software Updates and Patch Management

Regular software updates are critical for addressing the vulnerabilities in the software
ecosystem of smart PV systems. These updates deliver security patches, new functionalities,
and performance enhancement. Patch management involves systematic identification,
evaluation, and application of these updates to maintain system security and functionality.
Effective patch management includes the following steps:

e  First, patch prioritization to ensure critical vulnerabilities are addressed;

e Testing and validation of updates in controlled environments to prevent compatibility
issues;

e  Change control procedures to ensure safe and documented deployment of patches;

e  Backup and rollback plan to restore systems if updates cause instability;

e  Regular monitoring and compliance ensure that software updates are promptly ap-
plied, especially for systems that require strict adherence to industry standards.

Regular software updates and patch management are vital to ensure the security and
reliability of IoT-enabled solar energy systems. However, challenges, such as operational
disruptions, compatibility with legacy devices, and vulnerabilities during the update pro-
cess, must be addressed. Disruptions may occur because of the necessity for uninterrupted
system functionality; however, scattered ecosystems might hinder the implementation of
patches across various components.

Secure update protocols, automated deployment systems, and pre-deployment testing
are essential for risk mitigation. Compatibility issues can be addressed through middleware
solutions or collaboration with vendors. In addition, backup and rollback mechanisms
ensure system stability in the case of failures. These measures enable IoT-enabled solar
systems to remain secure and functional while minimizing the operational impact.

6. Network Segmentation

Network segmentation enhances the security of smart PV systems by dividing the
network into smaller, isolated segments, thereby limiting the lateral movement of the
attackers. This reduces the scope of security breaches even if one segment is compromised.
Network segmentation minimizes the impact of security events by separating components
with different security levels. Access control measures, such as firewalls and authentication
policies, govern traffic between segments, adhering to the principle of least privilege.
Continuous monitoring detects abnormal activities within a segmented network, thereby
enabling timely responses to potential attacks.

Network segmentation enhances the security of loT-enabled solar energy systems
by isolating components into distinct zones, thereby limiting the spread of the attacks.
However, challenges include designing and maintaining complex segmentation policies,
ensuring secure yet seamless communication between zones, and scaling networks as
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new devices are added. Striking the balance between security and functionality requires
advanced monitoring, dynamic traffic management, and regular audits.

Implementing micro-segmentation and centralized policy management can address
these challenges by providing granular control and simplifying enforcement. These
strategies improve system resilience to cyber threats, while supporting efficient and
secure operations.

7. Vendor Security Evaluation

Vendor security is critical in IoT-enabled PV systems owing to their reliance on third-
party components and services. Sensors, controllers, inverters, and cloud platforms from
various vendors introduce security risks. Comprehensive security evaluations of vendor
policies, data security strategies, and compliance with industry standards are essential.
Vendor assessments focus on the encryption, access control, incident response, and security
of hardware components. Ongoing evaluations ensure that vendors’ security measures
adapt to evolving threats while fostering strong collaboration between system operators
and suppliers to maintain system integrity.

A vendor security evaluation is important for safeguarding IoT-enabled solar energy
systems, as these systems rely heavily on third-party components [73]. Challenges in-
clude limited transparency from vendors, delayed security updates, and supply chain
risks such as counterfeit hardware. Addressing these challenges requires organizations to
conduct comprehensive vendor evaluations focusing on encryption, access control, incident
response, and compliance with standards such as ISO/IEC 27001 [74]. Contractual agree-
ments should include security requirements and obligations to ensure that vendors adhere
to best practices. Periodic audits and continuous collaboration with vendors can help
address vulnerabilities proactively, thereby enhancing the overall security of IoT-enabled
solar energy systems.

8. Security Awareness and Training

Beyond technical measures, security awareness and training are crucial for protecting
smart PV systems from cyber threats. Comprehensive training helps employees recognize
and respond to cybersecurity risks such as phishing and social engineering attacks, fostering
a culture of cybersecurity vigilance. Incident response training prepares employees to
handle security breaches effectively, thereby ensuring timely and coordinated responses.
Continuous education keeps staff updated on emerging threats, reinforcing the system’s
resilience against evolving cyber risk.

The security implications of IoT device diversity in smart solar energy systems stem
from variations in hardware resources, software capabilities, and communication protocols.
Although some IoT devices, such as field gateways, support stronger encryption and au-
thentication mechanisms, others, like low-power sensors, may have limited computational
capacity for advanced security features. Additionally, differences in firmware update mech-
anisms, authentication protocols, and data transmission security affect the overall security
posture of the system. These variations require a structured security strategy that accounts
for device-specific constraints and maintaining uniform protection across the entire system.
In practical deployments, security solutions must be adaptable to heterogeneous device
environments to ensure effective threat mitigation without disrupting system operations.
Table 8 presents recommended security controls, highlighting their advantages, challenges,
and optimal use cases
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Table 8. Recommended security controls with advantages, challenges, and best-use scenarios.

Security Strategy Advantages Challenges Best-Use Case
Deploying machine
Detects and blocks It can generate false learning-based IDS and IPS

Intrusion Detection and
Prevention (IDS and IPS)

malicious activity in
real-time, securing critical
IoT systems

positive alerts, requiring
human intervention or
tuning

to adapt to loT-specific
traffic patterns, reducing
false positives and
improving detection
accuracy

Access Control and User
Authentication

Ensures only authorized
users and devices can
access the system, reducing
risks of unauthorized

Complex configuration
and scalability issues for
large IoT deployments

Using centralized access
management systems with
role-based access control
(RBAC) and multi-factor
authentication (MFA) for

Security Monitoring and
Incident Response

access secure and scalable
user/device authentication
Integrating lightweight
Quickly detects and Comprehensive tools can monitoring tools and

responds to potential
attacks, reducing damage
and downtime

be resource-intensive to
IoT systems and costly to
implement and maintain

automated incident
response workflows to
reduce costs and enhance
response times

Data Encryption and Data
Privacy

Ensures data
confidentiality and
integrity, protecting

sensitive information

Encryption can demand
significant processing
power, which may strain
low-resource IoT devices

Employing lightweight
encryption for secure data
transmission in
low-resource IoT devices

Regular Software Updates
and Patch Management

Keeps devices protected by
addressing vulnerabilities
as soon as they are

Dependence on vendors
for timely updates and

Automating patch
deployment processes and
establishing SLAs with
vendors to ensure critical

Network Segmentation

discovered patch availability updates are delivered
promptly
Implementing
. software-defined
Limits the spread of attacks Requires careful design, networking (SDN) to

and isolates threats,
protecting critical
components

proper configuration, and
ongoing monitoring

dynamically and precisely
isolate IoT sensors, control
units, and external user
networks

Vendor Security Evaluation

Reduces risks from
insecure devices or
software by ensuring
suppliers meet security
standards

Transparency and
cooperation from vendors
can vary, making
evaluations inconsistent

Prioritizing vendors with
recognized certifications
(e.g., ISO 27001) and
requiring security audits
during the procurement
process

Security Awareness and
Training

Equips administrators and
users with the knowledge
to avoid common mistakes
like phishing or weak
configurations

Training effectiveness can
decrease over time without
regular updates or
engaging content

Using interactive,
scenario-based training to
simulate IoT-specific
threats, reinforcing secure
practices for all
stakeholders

The STRIDE model provides a structured and effective approach for identifying

security threats, but it is important to acknowledge some of its limitations. For large
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and complex systems, STRIDE can become time consuming because the detailed analysis
required for each component may overwhelm teams managing extensive architectures.
Another notable limitation is its focus on known threats, meaning that it may not effectively
capture novel or sophisticated attacks that do not align with its predefined categories [75].
The effective application of STRIDE also depends on a solid understanding of both the
system being analyzed and the threat modeling process itself, which can pose challenges
for teams lacking sufficient security expertise. Additionally, STRIDE heavily emphasizes
technical threats and may overlook broader business impacts or contexts that are crucial
for comprehensive risk assessments. Despite the fact that STRIDE provides a structured
approach to threat modeling, it does not account for the stochastic nature of cyberattacks.
Scenario-based simulations can be explored to model the unpredictability of cyber threats
in IoT-enabled smart solar energy systems. Stochastic approaches have been used in
energy systems to handle uncertainty, such as in optimal allocation planning for intelligent
buildings with energy storage sharing [76], and similar methodologies could be explored
for cybersecurity risk modeling.

Despite these limitations, STRIDE remains a valuable tool, particularly in the design
phase of IoT-enabled systems. Enhancing it with complementary methodologies, such
as attack-tree analysis for visualizing attack paths or risk-prioritization frameworks for
ranking threats, can help address these gaps. Together, these approaches provide a more
adaptive and holistic strategy to manage threats in complex systems.

5. Conclusions

Integrating IoT technologies into solar energy systems has significantly enhanced their
capabilities for real-time monitoring, control, and optimization. However, this increased
connectivity also expands the system’s attack surface, exposing the critical components to
cybersecurity risks. This study conducted a thorough threat modeling analysis of IoT-based
smart solar energy systems, utilizing the STRIDE threat model to systematically identify,
categorize, and assess potential security threats. The methodology began with the creation
of a detailed system use case, outlining key components, such as IoT sensors, PV modules,
IoT nodes, communication gateways, cloud infrastructure, and remote access interfaces.
A Data Flow Diagram was developed to map the interactions between these components,
emphasizing the security zones where vulnerabilities are most likely to occur. The STRIDE
threat model was then applied to classify and evaluate security threats, including spoofing,
tampering, repudiation, information disclosure, DoS, and privilege elevation. The DREAD
risk assessment model was then used to prioritize threats based on Damage Potential,
Reproducibility, Exploitability, Affected Users, and Discoverability. The results indicate
that most threats fall into the high-risk category, with scores ranging from 2.6 to 2.8,
emphasizing the need for targeted mitigation. Each threat was examined in terms of its
potential impact on the integrity, availability, and confidentiality of the system.

To mitigate these risks, the research discussed several technical security measures that
have been proposed, including IDS, IPS, stronger authentication, end-to-end encryption
for data transmission, security monitoring, incident response, comprehensive logging for
auditing, and regular updates to address known vulnerabilities. These measures are key
for improving the resilience and security of IoT-enabled solar energy systems. By adopting
the proposed solutions, system operators can protect against advanced cyber threats and
ensure the reliability and stability of solar energy infrastructure. The architectural approach
adopted in this study highlights the need for secure design practices that account for
vulnerabilities across data flows and system components. This study applies STRIDE-based
threat modeling to IoT-enabled smart solar energy systems; however, its findings can be
extended to other IoT domains that rely on real-time data exchange, cloud integration,
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and remote monitoring. The proposed methodology provides a scalable approach to
identifying cybersecurity threats in interconnected IoT infrastructures such as industrial
IoT, smart cities, and energy monitoring networks. As demonstrated in our previous
implementation of an IoT-based solar energy monitoring system, real-world applications
of such architectures face security challenges such as ensuring encrypted data transmission
or tampering threats. By employing the STRIDE threat model, this study provides a
structured approach for identifying and mitigating threats that can be directly applied to
such systems. Building on the findings of this study, future research should focus on the
development of a security monitoring system capable of detecting and responding to threats
in IoT-based solar energy systems. Such a system could combine Operational Technology
(OT) and Information Technology (IT) security components, providing a unified approach
for monitoring and securing both infrastructure layers. Moreover, integrating machine-
learning techniques for real-time threat detection and adaptive responses could enhance the
ability to dynamically address emerging threats. Additionally, future work could explore
the integration of emerging technologies such as blockchain, software-defined networking,
and edge computing to enhance system resilience. Investigating their applicability for
mitigating specific cybersecurity threats in distributed solar energy networks could provide
valuable insights for improving security frameworks in real-world deployments. Moreover,
by expanding on this work by applying the proposed threat model with a real-world use
case and testing its applicability in other IoT domains, such efforts would refine the findings
and reinforce their relevance across diverse IoT-enabled applications. This work contributes
to the broader field of cybersecurity in renewable energy systems, offering a structured
and technical approach to securing IoT-based solar infrastructure against advanced and
evolving cyber threats.
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Abbreviations

The following abbreviations are used in this manuscript:

AES Advanced Encryption Standard

CIAA Confidentiality, Integrity, Availability, and Authentication
CPS Cyber-Physical System

DFD Data Flow Diagram

DERs Distributed Energy Resources

DoS Denial of Service

DREAD Damage, Reproducibility, Exploitability, Affected Users, Discoverability
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HSM Hardware Security Module
IDS Intrusion Detection System
IoT Internet of Things
IPS Intrusion Prevention System
IT Information Technology
MFA Multi-Factor Authentication
MITRE ATT & CK  Adversarial Tactics, Techniques, and Common Knowledge
OCTAVE Operationally Critical Threat, Asset, and Vulnerability Evaluation
oT Operational Technology
PASTA Process for Attack Simulation and Threat Analysis
PC Personal Computer
PV Photovoltaic
RBAC Role-Based Access Control
SDN Software-Defined Networking
SIEM Security Information and Event Management
STRIDE Spoofing, Tampering, Repudiation, Information Disclosure,
Denial of Service, Elevation of Privilege
TSIs Time Series Insights
TOTP Time-Based One-Time Password
TLS Transport Layer Security
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