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Abstract: The theoretical and practical progress that has occurred in the field of computer networks
during the past fifteen years has enhanced the economical efficiency and social relevance of related
real-world use cases. Nevertheless, this ubiquitous usage has also introduced numerous security
risks. Therefore, monitoring hardware and software resources represents one of the main instruments
used in order to prevent potential attacks and to ensure the security and reliability of a network.
Various solutions have been reported in the related scientific literature. In essence, most of the
existing approaches are not suitable to implement a real-time hardware monitoring and management
solution, particularly in heterogeneous networks. Therefore, the main contribution of this paper is
represented by an architectural and implementational model, which is effective in order to build an
interconnected system that can help system and network administrators to secure a network. This
requirement is met by considering symmetrical design and implementation features related to various
operating systems. Thus, the existing symmetrical relationships among identified parameters allow
for the data to be wrapped into the same custom network packages, which are transported over the
communication medium or are stored using the same data structures or tables. The system has been
thoroughly assessed considering several real-world use case scenarios, and the results demonstrate
that the proposed model can be applied to software-defined networks, which can be protected by
relevant intrusion detection systems (IDS).

Keywords: network security; security monitoring; information security; computer security; data
security; intrusion detection system

1. Introduction

Cybersecurity represents a major concern, since the world is becoming more and more
dependent on technology. Vulnerabilities are constantly being discovered, and malware
can threaten any organisation. Common Vulnerabilities and Exposures [1] as well as Com-
mon Weakness Enumeration [2] are two important catalogues of disclosed cybersecurity
vulnerabilities widely used in software development and IT operations. These vulnera-
bilities are discovered, ranked and published by various organisations around the world.
Although large technical communities are working to mitigate the risks associated with
identified vulnerabilities, other threats remain undiscovered, and the responsible stakehold-
ers or actors, such as researchers, managers, software developers, network administrators,
and security specialists, must remain vigilant and continue to develop tools to monitor
resources and to prevent intrusions or cyberattacks. The range of methods, techniques
and tools used to protect against cyberattacks is well documented in the relevant scientific
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literature. The cyber kill chain, which is described in [3] by Yadav and Rao, is a model for
depicting cyberattacks in an attempt to develop incident response and analysis capabilities.
From a risk-mitigation perspective, there are studies on how different methodologies, such
as NIST standards, can help and support from a management perspective (Fenz et al.) [4].
In addition, other approaches have proposed technical solutions regarding security in In-
ternet of Things (IoT) environments, by describing challenges and designing solutions that
are either IoT-specific units (Mehnen et al. [5]), or solutions that are rather data oriented.
Thus, in the article by Manogaran et al. [6], the authors address big data issues in the health
industry, while reference [7] proposes an adaptive cybersecurity monitoring system based
on correlation techniques to detect intrusion patterns, track event evolution, and analyse
and identify security events.

Monitoring is one of the first stages, which functionally defines an intrusion detec-
tion and prevention system. Therefore, several related topics and scientific contributions
have been researched. Proof of concepts concerning network resource monitoring were
studied, designed and developed. Thus, the paper by Lee et al. [8] argues that continuous
monitoring of network behaviour helps to define and implement more reliable system con-
figurations. Among other aspects, the paper by Montes et al. [9] proposes a unified cloud
monitoring taxonomy. Furthermore, relative to complex modern cloud infrastructures,
the properties of a monitoring system are discussed in [10]. Moreover, certain solutions
based on Kubernetes, such as the one that is presented in article [11], have been designed.
Additionally, the relevant literature describes architectures that are specific to certain attack
patterns, such as the solution that was described in the paper by Kshirsagar and Patil [12],
which provides a real-time monitoring solution for blackhole attacks.

The main objective of this paper is to present the design and implementation of a
unified system architecture that aims to protect all the network types already described,
by building a highly modular solution that supports regular networks, IoT devices, and
cloud infrastructures.

One of the requirements is to design modules that are cross-platform compatible. This
is achieved by considering symmetrical design and implementation features for different
operating systems. Thus, the resulting architectural models ensure the use of globally
consistent data and related reporting capabilities. For example, the existing symmetrical
relationships among identified parameters permits wrapping the data into the same custom
network packages, which are transported over the communication medium or are stored
using the same data structures or tables.

This paper addresses aspects that software that engineers need to consider when they
want to conceptualise and build from scratch the proper monitoring tools in the form of
one interconnected system, which is integrated into their own infrastructure to monitor the
resources of a software-defined network. Thus, this paper describes an integrated system
which can be used for the real-time monitoring and management of hardware and software
resources in heterogeneous computer networks.

This paper is structured according to the following sections. Section 2, Materials
and Methods, introduces the relevant existing research papers and describes the general
features of the proposed approach. The main characteristics of the proposed proof of
concept are presented in Section 3, System Architecture and Methodology, which discusses
the considered methodology and describes the system architecture. Section 4, Experimental
Assessment and Discussion, further discusses the relation to the structural features of the
analysed platform, and it presents the experimental assessment. Furthermore, Section 5,
Conclusions, summarises the contributions of this paper, concluding the paper.

2. Materials and Methods

Modern software systems are defined by complex architectures that process large
amounts of input data. Thus, efficient usage of the respective hardware and software
components is determined by the implementation of appropriate software and hardware
resource-monitoring modules. The following paragraphs present the most relevant existing
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scientific references that have influenced the development of the system that is proposed in
this paper.

2.1. Logical Management of Mobile Networks

The article of Gentry [13] analyses deployment approaches regarding the deploy-
ment of services in 5G networks. Thus, the network functions (NF) are specified and
implemented relative to traditional architectures. Relevant functions are designed and
deployed using a virtual machine (VM) or using serverless architectures that distribute
the functional features to containers. The real-world behaviour of microservices in connec-
tion to Kubernetes was evaluated. The assessment concerns the usage of several HTTP
protocol variations. These were chosen in order to design and deploy 5G interfaces, which
consider services such as functional entities. The experimental results prove that particular
performance improvements can be realised using HTTP/3, which transmits data through
the consideration of the QUIC transport protocol (Carlucci et al. [14]). This takes into
account problems that relate to delay or loss of transmitted data. Thus, deployment strate-
gies should consider 5G infrastructures, which are capable of proactively monitoring the
scalable data connections.

The article by Yan et al. [15] concerns 5GsatEC, which represents an edge computing
framework based on 5G data links. The goal is to optimise latency and network coverage.
This approach considers microservices that are based on edge computing components and
embedded hardware platforms, which are useful during the design and deployment of the
involved satellite systems. The reported increased flexibility is based on the optimisation
of the resource management. This concerns the central processing unit (CPU), the graphics
processing unit (GPU), and field programmable gate array (FPGA) devices.

The article by de Jesus Martins et al. [16] presents SWEETEN, a support system for the
operation of a 5G network through proper management components. The enhancement in
the related functional stack also implies the design and deployment of an improved model,
which concerns both network-related operational features and management functions.
More precisely, the paper describes a functional prototype, which is assessed through a
dynamic Cloud Radio Access Network (C-RAN) system (Hossain et al. [17]).

The flexible and open architecture of heterogeneous networks must be compatible with
various services. These networks are required to approach the problem of adaptability rela-
tive to the packet-scheduling mechanism of the user plane function (UPF) (Hsieh et al. [18]).
This optimises the usage of the overall data infrastructure. Thus, Xinjian et al. [19] pre-
sented a 5G microservices open model, which is based on the usage of object-oriented
modelling architectures in the field of industrial Internet. Thus, relative to the IEC61850
standard (Aftab et al. [20]), simple services, such as location and time of the 5G data net-
work, are specified through a public data class. These determine the required microservice
components, which are compatible with various logical functions inside the 5G network
and with the proper virtual network functions (VNF) )Akyildiz et al., Xia et al. [21,22])
logical model. Furthermore, significant contributions, which pertain to the optimal imple-
mentation and usage of 5G-related microservices in various fields, including industrial
Internet Khalfi et al. [23], are reported by Xu et al. and Spyridis et al. [24,25].

The article by Gholami et al. [26] identified and valued the logical link among
computing and network fabric concerning various microservices. This article also addresses
an optimisation model concerning the identification of the proper deployment methods for
each microservice, which are members of a microservices complex. The article reports two
real-world applications that are based on heterogeneous networks. They concern video
surveillance and an intelligent transportation system (ITS). This solution is suitable only
for particular use cases, and it cannot be easily adapted to other real-world situations.
Furthermore, relevant related contributions are proposed by Guija and Siddiqui [27],
Xu et al. [24] and Soenen et al. [28], who describe 5G-oriented software platforms that
include the required authentication and authorisation mechanisms.
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Orduz et al. [29] describes an architecture based on microservices, which offers
a claimed “finer scalability” and improved efficiency of the used resources relative to
standard monolithic microservice architecture designs. This also pertains to the broader
scope of artificial intelligence (AI) as a microservice (AIMS) (Lee et al. [30]). Additionally,
related blockchain-based models are described by Prabadevi, B. [31] and Gayialis et al. [32].

Salhab et al. [33] presents a heterogeneous network-based microservices deploy-
ment approach, which considers both software-defined networks (SDN) [34] and network
function virtualisation (NFV) [35]. This has the role of creating efficient microservice orches-
tration (generation), which is based on the production of logical 5G data infrastructures.

Low-latency heterogeneous networks determine a rich research scope, which is essen-
tially described by Rao et al. [36], Nadaf et al. [37] and Alencar et al. [38]. This category of
scientific contributions is especially important considering that the communication between
microservices should be sustained by low-latency data links. Furthermore, related articles
report on the consideration of AI-based optimisation models, which effectively reduce
the obtained latencies and network loads. Thus, relevant papers belong to Luo et al. [39],
Kaur et al. [40], Yan et al. [41], and Hannousse and Yahiouche [42].

Network slicing relates to the logical partition of physical infrastructures into logically
independent networks, which are based on heterogeneous networks. The related network
slices should conform to the specified service-level objectives (SLO), which relate to the
deployed commercial services, as is suggested by Huang et al. [43]. Furthermore, Sheo-
ran et al. [44] presents the difficulties of network orchestrators to allocate the necessary
resources for heterogeneous network slices in connection to proper artificial intelligence
models. The described approach also implies the consideration of artificial intelligence to
determine the core placement and scaling decisions relative to shared infrastructures.

2.2. Software Platforms

Containers and microservices determine natural approaches for the deployment of
IoT applications on cloud-based infrastructures. This is suitable for various use cases,
such as those related to the agricultural sector, as is proposed by Mateo-Fornés et al. [45].
Thus, the incorrectly patched software containers may determine vulnerable microservices.
Ying et al. [46] proposed a system to enhance container-side security models, which concern
unknown attack patterns related to a “mimic defence network”. Thus, a set of resources
regarding attack pattern images was created. Moreover, the variable execution outputs are
assessed to detect potential vulnerability patterns.

The integrated acquisition of personal health metrics data determines a significant
scope of investigation, which is also determined by the deployment of next-generation
heterogeneous mobile networks. Thus, Bocu and Costache [47] described an integrated
personal health metrics data management system that is based on a virtualised symmetric
5G network. The personal health data were collected using wearable IoT devices, which
are specified by Pruna and Vasilescu [48], using a client mobile application. The proposed
system was evaluated through a field trial, which was thoroughly presented. The paper
has the merit to prove that it is possible to specify and deploy a comprehensive distributed
IoT-related model which ensures complete personal data privacy. Interesting aspects
that are connected to the considered homomorphic encryption models are presented by
Kim et al. [49].

2.3. Network Monitoring

The available literature describes pertinent and interesting contributions related to
network monitoring in various fields that have influenced the approach outlined in this
paper, either conceptually or practically.

Stanimirović et al. [50] described a monitoring system for the main electricity distri-
bution company in Serbia. The implemented system is deployed in two different regional
hubs of the company. It has been used in production since 2016. During this period, real-life
data have been collected, which were used to analyse and investigate the performance of
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the low-voltage distribution network. The data have also been used in order to implement
artificial intelligence (AI) models, which detect the power grid sections that lose electrical
energy. The main contribution of this paper is represented by the description of the moni-
toring and control software modules. Moreover, the system was fully integrated into the
Serbian company’s heterogeneous network-controlled software infrastructure, which fully
justifies the relevance of this article.

Colace et al. [51] proposed a methodology based on the aggregated use of three
graphic models. This has the role to thwart attacks on pervasive systems considering three
perspectives: probabilistic, contextual and ontological. Thus, the article reports the use of
Bayesian networks, which are built through an ontological definition of the problem. This is
related to the particular use case scenario, which is represented by a context dimension tree.
Furthermore, the described model is assessed considering a real-world use case scenario,
and the overall output of the experiments is satisfactory. Furthermore, an interesting
related contribution is reported by Hohemberger et al. [52], which defines the concept of
coordinated network monitoring as an essential functional approach for the optimisation
of network monitoring in virtualised environments.

Shen [53] proposed SDN-Monitor, a software system that selects network switches
to monitor in order to reduce resource consumption. Nevertheless, the control plane
resources are limited in relation to SDN regarding the processing capacity of the controller,
the network bandwidth, and the switch performance. Therefore, an excessive amount of
network monitoring essentially affects the data plane traffic performance. This issue should
be addressed by the described software system.

The paper by Abbasi et al. [54] includes a survey regarding the application of deep
learning to network traffic monitoring and analysis (NTMA) applications. Furthermore,
Li et al. [55] discusses the novel approaches concerning Internet of Things (IoT)-based
ecosystem monitoring. These encompass new data loggers and long-distance wireless
sensor network structures, which support the rapid transmission of data from devices to
wireless networks. Moreover, a relevant real-world use case, which values the monitoring
of heterogeneous networks, was treated by Clot et al. [56]. Furthermore, Mahajan et al. [57]
analysed a real-world use case, where the performance of a high-speed diesel (HSD) pump
is predicted by analysing its effective output. The described approach demonstrates the
utility of network traffic prediction and monitoring over heterogeneous wireless networks.
Nevertheless, the conceptual and practical presentation can be generalised to any type of
heterogeneous network.

Another practical contribution, proposed by MahmoudZadeh et al. in [58], describes
an efficient data collection model, which considers a group of unmanned aerial vehicles
(UAVs) to monitor and collect data, which are generated by a large distributed sensor
network. The proposed approach considers the appropriate network-monitoring mecha-
nisms and required collaborative data collection models. The described mission planner
model uses the differential evolution optimisation algorithm, which enables the UAVs
to maximise the number of sensor nodes visited, taking into account the priority of the
sensors and avoiding the redundant collection of data generated by the sensors. Addition-
ally, the relevant scientific literature includes articles that report technical contributions
concerning the effective problem of network and infrastructure monitoring. As an example,
Ali et al. [59] proposed Redfish-Nagios, a scalable out-of-band monitoring tool for modern
high-performance computing (HPC) systems. More precisely, the described approach
conforms to the Redfish telemetry model [60], which allows for a more efficient monitoring
of next-generation scalable HPC systems.

Another compelling real-world use case, in the scope of engineering, was proposed
Sofi et al. [61], who included a comprehensive review of advances regarding data acquisi-
tion, processing, diagnosis, and data retrieval stages relative to structural health monitoring.
The review particularly focused on recently used wireless data acquisition hardware and
software resources, which include relevant artificial intelligence (AI) algorithms. These
were particularly analysed relative to reinforced concrete (RCC) buildings and bridges.
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The survey also suggests that the relevant structural health monitoring technologies are
still insufficiently developed, and the usage of heterogeneous data networks is regarded
as an appropriate design choice for the enhancement of the overall structural health-
monitoring process.

Network data traffic analytics and monitoring represent a relevant research subject in
the scope of machine learning techniques. Considering the past ten years, researchers in
academia and the industry have described several solutions. However, a majority of the
proposed approaches consider unreliable measurement tools and methodologies. In this
context, two relevant contributions should be mentioned. The first belongs to Aouini
and Pekar [62], which describes the design and implementation of NFStream, a network
data analysis application. Nevertheless, the approach seems to be relevant more as a
common research platform and less as a real-world monitoring and data analysis solution.
In this context, Yin and Zhang [63] proposed a network security assessment model which
combines elements of fuzzy reasoning and probability density feature detection methods.
Furthermore, Tran et al. [64] proposed a related development in the scope of industrial
informatics, which describes an integrative model between an IoT platform based on
heterogeneous networked structures and a deep learning neural network (DNN) algorithm
relative to the online monitoring of computer numerical control (CNC) machines.

Some limitations that should be considered in related software frameworks are rep-
resented by the implementation of improper data-routing algorithms. Thus, the packets
may be sent from the sender to the recipient node. Thus, Sengan et al. [65] analyses the
combined effect of encountered data transfer issues along the heterogeneous network.
Moreover, a similar contribution, which pertains to the scope of healthcare, is described by
Qi and Su in article [66].

Novel approaches are often intended to be used in particular real-world use case
scenarios, and they are generally not comparatively analysed against similar methods. Thus,
paper of Yu et al. [67] describes a simulation that is intended to support the comparison
of various network-monitoring methods relative to various dynamic network changes.
Considering the set of simulated dynamic networks, the performances of several network-
monitoring methods presented in the surveyed literature are compared.

The chapter that is authored by Ageyev et al. and is published in [68] proposes a taxon-
omy of attacks and intrusions, as well as an analysis of anomalies and intrusions relative to
decentralised distributed networks. The main focus pertains to intrusion detection systems,
and to the monitoring of network traffic anomalies. The algorithmic and data-processing
models consider proper statistical methods.

Lu et al. [69] proposed topology optimisation and an iterative parameter identification
model, which are useful in order to estimate the common model factors in WSN networks.
This topology reduces the overall power consumption and the data channel’s distance. Two
simulations are described which assess the described approach. The results demonstrate
that an improved network-monitoring system positively influences both the computational
and energy efficiency of the monitored interconnected structure. Additionally, when
managed and accessed over data networks, energy-efficient IoT technologies need to
be carefully considered. Additionally, Alsharif et al. [70] highlights the importance of
machine-to-machine communication as one of the four factors in building sustainable and
energy-efficient IoT technologies.

2.4. Importance of the Proposed Approach

The deployment of an existing network-monitoring solution may take weeks, or even
months, presuming that adequate technical expertise exists. Despite the fact that many
relevant tools are provided as services, rather than on-premise deployments, this issue still
exists. The necessity to customise existing tools generates long deployment times. Fur-
thermore, it is often necessary to integrate existing monitoring tools with certain software
systems of target organisations. Many of the existing network-monitoring approaches
often lack required structural and functional flexibility, which would allow for their easy
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integration into third-party software systems. This paper describes an integrated system
architecture, which proposes a decoupled and flexible architecture that mediates efficient
integration into most of the existing software infrastructures.

Software system customisation represents another common task which many inter-
ested organisations require. Many of the existing network-monitoring tools provide limited
functional customisation capabilities. The integrated system architecture, which this paper
describes, can be customised or extended efficiently, so that necessary functional require-
ments are implemented in accordance with particular real-world use case particularities.

Most IT organisations that aim to securely manage, personalise and use their network-
monitoring software tools generally experience a negative impact on their business pro-
cesses. This is caused by the significant resources which are involved in the respective
software customisation processes. Additionally, the skilled software engineers that are allo-
cated to their respective tasks delay their involvement in their main software-development
processes. The existing experience proves that costs are especially problematic in the
case of organisations that implement their own network-monitoring tools, rather than a
software solution that can be easily customised. The integrated system that is proposed
provides a necessary set of real-time network and resource-monitoring functions, while the
eventual functional changes can be implemented efficiently using the decoupled modular
architecture of the integrated system. This is one of the very few similar systems which
implements a comprehensive set of network-monitoring and management functions, along
with a decoupled modular architecture. Therefore, it can be stated that the proposed system
architecture effectively fills a conceptual and practical gap.

3. System Architecture and Methodology
3.1. Platform Architecture

Over the years, multiple platform independent architectures have been designed
and developed. The OPC Unified Architecture is proposing a model that defines, as its
main goals, platform independence, security, and extensibility (Mahnke et al. [71]). Other
approaches define different architectures based on data distribution service standards to
define and implement platform-independent models (Pardo-Castellote [72]), or they have
implemented middleware components to facilitate node-to-node computer communica-
tion [73]. The integrated sample tools presented in this paper consider multiple utilisation
scenarios regarding the secure management and monitoring of network resources. Consid-
ering the various user scenarios, it is worth mentioning the possibility to view the status
of the resources and to compare them with the respective previous states. Considering
security aspects, the analysis of time series for the functional parameters of a system could
detect and prevent bottlenecks and attacks. The end users may perform a manual snapshot
or alternatively plan automatic snapshots to watch the CPU, memory or network status.
Moreover, an interesting contribution, which relates to the fundamental idea of symmetry,
is reported in Wu et al. [74].

The problem of platform-independent architectures in the industry was also stud-
ied by Marcos-Pablos and García-Peñalvo [75], which suggests that devices are diverse,
considering the range of provided services.

The system that is presented in this paper can be implemented in infrastructures that
use this kind of platform-independent architecture, due to its high adaptability. Thus,
Figure 1 depicts the main workflows of the proposed system architecture. The hardware
installed with operating systems, or the software nodes, which are able to run client
applications represent the raw data providers. Using proper system calls, the status
information concerning the software-defined network is read and embedded into packages
and consequently sent to the server components to be processed. One can store snapshots of
the network nodes to continuously watch that the nodes are up and ready. The availability
of the nodes or of their internal resources represents a cybersecurity objective (Aldea [76]).
Furthermore, by comparing two snapshots, one can detect intrusions or malfunctions of the
nodes. Denial of service attacks can also be detected and stopped, if the actual parameters
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feature suboptimal values when comparing the actual status of the system with the state of
a previous snapshot. Additionally, the lazy (inefficient) use of resources can be detected,
and further configuration changes or data-processing jobs can be generated for an improved
use of the network node resources.

Figure 1. Overview of the proposed model.

Considering that the distributed network of nodes performs distributed and parallel
computations, the platform can be customised to watch the health parameters related to the
computational power of the network, such as the processing time of installed CPU units
and the respective time intervals.

The platform can retain status information in the database, and further data processing
can be conducted. The activity of a program or of a user can be analysed by running simple
queries against the database, or business intelligence tools can be used to further analyse
the status parameters related to compute nodes, services, programs, users, and physical or
logical resource usages in different contexts. Even if a relational database is used, the data
are properly organised, and the snapshots can be stored into files and properly archived.

The platform architecture can be extended and implemented relative to IoT systems
by using secure web services and asynchronous communication to interrogate them and to
enhance their usability (Aldea [77]).

The journaling feature of the proposed platform mediates the functional analysis of a
distributed computation proper operation, even if the tools involved in that computation
are independent and do not provide status information. Considering the operating system
and platform-related parameters, all nodes of a distributed system or software-defined
network can be monitored to ensure that they are fully operational.

The platform tested and described in the paper is composed of independent compo-
nents that are able to communicate with each other using a custom defined protocol over
TCP/IP (Figure 2). Since the networks and software-defined networks are heterogeneous,
the platform-specific components were designed and developed while considering the
concept of interoperability. Thus, the client components were developed using platform-
independent tools and libraries. The same client subsystem is run on Linux, Windows
or Raspberry Pi Linux operating systems. The client application reads status data about
the machine and reports the data to the server application that were also compiled using
cross-platform capabilities. Relative to the laboratory assessment, the server subsystem is
also run under Fedora Linux. The communication between client subsystems and server
subsystems is performed using the self-defined protocol.
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Figure 2. Test environment.

The designed platform includes the following components:

• Cross-platform desktop client subsystem. This is used to gather data and to define,
monitor and manage the network. It has its own internal capabilities to retrieve CPU,
memory or network status parameters. It is designed to also allow for the call to
external commands and tools, and afterwards, the collected data are sent to the server
application to be processed and saved.

• Cross-platform server application. This is used to collect the data. The data can
be processed, and a comparison between snapshots can be made and related alerts
generated. Furthermore, the data are stored in the database for further data processing,
or in order to create an overview over the whole monitored network.

• The custom communication protocol is used in order to implement the client–server
link. Thus, a structure was designed for the data packets, so that further functionalities
or additional data gathering and reporting components can be added to the platform.
The exchanged data are packed at the source and unpacked at the destination. Various
types of user-defined packets are exchanged over the networks using the TCP head-
ers, allowing the user-defined packets to be encapsulated in transport-layer security
packets. These include authentication and authorisation packages, request submission
packages, snapshot submission packages, etc.

• The database is used to store data and to prevent big data scalability problems using
the entity relationship model.

• The web application subsystem is independent, and it is used to monitor and man-
age the network nodes visually. Moreover, a Spring Boot web interface was also
implemented.

3.2. Client Subsystem

Each node of the network that needs to be monitored is featured with the client
subsystem, which is installed (Figure 3). The client subsystem assures node integrity and
security using intrusion detection and prevention mechanisms. The node sends snapshot
reports to the application server, and it receives back requests regarding the monitored data.
The application server modules can decide whether the client has functional problems or
not. As an example, it can detect client overload states or the possible malfunction states of
certain applications or jobs. Relative to handling CPU, memory, network usage or local
system logs, the default client application modules are used.

Further functionalities were designed based on separate operating system tools, such
as nmon, which needs to be available to be used in order to generate the required parameters
and to send them to the server components for further processing.

The client application is featured with a property that allows it to be run as a daemon
or service, but it also has its own graphical user interface. The interface permits local control
over the current network node settings and to inspect reports and data.



Symmetry 2023, 15, 1134 10 of 23

Figure 3. Client architecture.

Among other modules of the client subsystem, there are the data manipulation, network
communication, custom protocol encoder and decoder, and authorisation mechanisms.

The next subsections present further details concerning the relevant software modules’
functional features.

3.2.1. Data Gathering

Data can be gathered using the APIs that are installed together with the target op-
erating system or separately. The APIs vary, and they can differ among distributions.
Nonetheless, the function calls and their underlying software libraries could be installed or
not. In some cases, a special middleware component is created to provide a more consistent
level of compatibility, as in Tsai et al. [78].

Standard command shells or more specialised command shells allow for the creation
and use of scripts to extract relevant system parameters. Thus, log files, where the operating
system stores data, can also be a good source for analysing system stability relative to the
overall system security. Errors and unwanted access attempts are also logged but are not
always reviewed. Schauland and Jacobs [79] demonstrate how Windows applications that
come preinstalled with the operating system can be used to collect data.

Furthermore, other preexisting tools, such as ps, mem, lsof, top, htop or nmon, could
provide valuable information concerning the overall system sanity.

Considering other essential system resources, such as random access memory (RAM),
user list or installed software, usage data can be collected directly. Nevertheless, the re-
sources that are functionally defined over a certain period, such as central processing unit
(CPU), network usage or process information, require an indirect method to be defined.

The proposed algorithm, which is considered to solve the problem relative to resources
that are defined by usage over a certain period, is:

1. Gather data set 1, using one or more of the above-described methods;
2. Wait for an amount of time t;
3. Gather data set 2, using one or more of the above-described methods;
4. Compute usage.

Considering the proposed system’s implementation, values between 100 and 1000 ms
were used. The choice for a value that is too small or too large will generate incorrect data.
As an example, regarding CPU usage, if the wait time is too low, it will report the respective
data as 100% usage.

The CPU usage may be computed through the formula

CPUusage = ∆work_ji f f ies/total_ji f f ies.

Concerning the usage of functions that measure the CPU time in Linux, a software
clock is maintained by the kernel. The software clock measures the time in jiffies. The kernel
unit of the time jiffy varies across kernel versions and hardware platforms. It is declared,
for example, in the header file linux/jiffies.h.

Equation RXusage = RXnew
usage − RXold

usage represents a simplified formula for computing
the number of received data packets, and RX represents the receive channel, while TX
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represents the transmit channel. Thus, the difference between the current and the previous
value is essential.

The parallel processing capabilities can improve the performance of a system. For this
reason, it is advisable to collect data in parallel, to gain speed and to prevent potential bottlenecks.

3.2.2. Sending Data

The transmission of data to the server requires a centralised custom data structure,
called a snapshot, which stores information about a set of system parameters at a certain
moment in time. Following, the object is serialised and sent over the network using the
custom protocol that is proposed in this paper. If a high-availability system, such as the
ones that are presented by Trivedi et al. [80] and Mesbahi et al. [81], cannot be provided, it
is recommended to save the serialised data locally and to send it asynchronously as soon
as the data connection availability is restored.

The algorithm that is considered for the data transmission procedure consists of the
following logical steps:

1. Create a snapshot of the system;
2. The snapshot is serialised;
3. Serialisation is saved locally in a file;
4. Serialisation is sent to the server using the custom protocol.

3.2.3. Authentication and Authorisation

Authorisation mechanisms can be bypassed using modern technologies (You et al. [82]).
Therefore, higher levels of cybersecurity are required. The proposed solution to address this
problem is to automatically verify if a machine is authorised when the client starts running,
by using the current user and a combination of the ID of the operating system and the ID
of a hardware component. The authentication and authorisation data are packaged into
customised data packets that are sent to the server for processing (Figure 4). Note that other
existing transport layer security protocols can be used to transfer custom data packets over
networks for an additional layer of security.

Figure 4. Authorization package.

Database management can be conducted using commands that are sent to the server
using the mentioned custom network protocol. Thus, the relevant database management
packages are used (Figure 5).

Figure 5. Database management package.

Network monitoring can be conducted by receiving a list of snapshots in a serialised
form from the server. The data serialisations are transformed into objects, and each object
can be stored into a hash table, which uses the ID of a machine as a unique key and the
object as the related value. If a system is present in the hash table but it is not in the list of
snapshots, the client application has stopped, which suggests that either the application
has stopped working (e.g., the application closed or the proper connection could not be
established), or the machine has turned off.

3.3. Server Application

The server application implements software modules for handling communication
with the clients, for manipulating multiple client requests over the networks using the
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designed protocol, for encoding and decoding the data packages, and for handling the
necessary authorisation mechanism. Object-oriented design patterns were used in order to
provide a flexible, reliable and extensible software system architecture.

The proper handling of distributed network resources poses performance problems
in different types of networks. This remark is particularly valid relative to cloud native
networks. An analysis related to network slicing and containerisation problems is presented
by Huang et al. [83]. In terms of performance, server-to-client communication attempts to
optimise the use of resources through the consideration of small data packets and through
the avoidance of unnecessary polling.

3.3.1. Communication with the Client Applications

The proprietary communication protocols, which relate to the proposed integrated
management and monitoring platform, are built on top of the TCP/IP protocol stack and
are used as a transfer mechanism, but the actual format and structure of the data to be
carried are specific to each proprietary protocol. Some examples of proprietary protocols
include the Remote Desktop Protocol (RDP), used by Microsoft, and the Simple Network
Management Protocol (SNMP), used for the management of network devices. These
protocols may not be compatible with other systems or networks and are typically used to
support specific applications or services. These protocols are not always easy to understand
and can be difficult to implement. Thus, this paper describes a custom protocol which was
introduced to simplify the complexity of the existing ones and to allow the users to easily
adapt and extend the proposed software platform, as required, in their own environments.

Client–server communication is based on the exchange of custom messages (Figure 6).
Thus, the server receives a custom package from the client, and after decoding and processing
it, if necessary, the server sends back the appropriate response.

Figure 6. Client–server communication.

As soon as the client first connects to the server application, a new thread can be created
for this purpose. This way, bottlenecks that can be caused by slow clients are prevented.

The proposed custom protocol is described in Section 3.4, “Communication Protocol”.

3.3.2. Database

Logged data storage and the general concept of storage in the IT industry can cause
significant challenges, which are determined by storage space costs and data-processing
issues (Katal et al. [84]). The project-related data vary from raw collected data regarding
processors, processor memory, users and other logical or physical resources, to semi-
structured documents that contain snapshots with values of the collected parameters.
Depending on the number of managed devices and nodes of the network, the amount of
data can rapidly increase. The stored snapshot can be automatically archived or deleted,
but the platform administrator must properly calibrate the snapshot’s validity to avoid
rapid exhaustion of the storage resources.

Concerning the presented platform functionalities, the database is required to store
three categories of entity types (Figure 7):

1. System information—to store general information regarding a system;
2. Authorisation—to store information regarding how authorisation is handled;
3. Snapshots—to store information regarding the status of a system at a particular time.
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Figure 7. Abstraction of database structure.

The proposed solution for the implemented platform uses a relational database (Figure 8).
In addition, the data- manipulation modules handle parallel connections to store data that are
received from the clients. The relational schema contain information related to the usage of
the network resources. Among these, there are:

• Users of a machine or service and their logged in times;
• CPU usage of the respective compute node;
• Environment variables;
• Availability of a node or service;
• Users’ roles, etc.

Figure 8. Database diagram.

As soon as the application is started for the first time, several initialisation tasks
are conducted, such as initial database setup and creation of an administrator system
and account. The server application uses a configuration file. This way, it allows the
administrators to first enrol their systems into the network and to introduce other systems
and users through the graphical user interface of the client application at a later time.

3.4. Communication Protocol

The enhancement of the communication between the client and the server components,
relative to the proposed proof of concept, is realised using a custom network protocol at
the level of the application layer (Figure 9). Considering that reliability and in-order data
packet delivery are mandatory, the proposed custom protocol is based on TCP and not
on UDP.

Thus, TCP works as a stream of data, so that communication based on messages can
become problematic, since messages do not have a fixed size. The resolution of this problem
is accomplished by a header which contains the message size.

Consequently, the following logical procedure can be considered:

1. Read the n characters from the TCP stream to obtain the message size;
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2. Try to read from the TCP stream until the received data are of size n.

This assures that every message entity is fully received, and it contains only its own
required data.

Figure 9. Package sent over the network.

In addition to being designed with security in mind, the custom messages of the
communication protocol can be encapsulated within existing secure protocol packages,
such as TLS. This additional security is provided by the widespread protocols, and it comes
with the overhead of managing (creating, replacing, updating) the encryption keys and
certificates, but at the same time, it does not affect the solutions under consideration, as they
are applied at different network levels.

3.5. Web Application

The designed architecture also includes a web component which uses the same
database as the one considered for the server application. The web component is an
independent entity which mainly helps in using the stored data to obtain useful reports.
The web application is based on the Spring Boot framework. The spring nature of the
web application allows it to be run inside a web server or independently. It is also a
cross-platform, and it can be deployed on different types of operating systems, or can even
be properly hosted.

Besides the standard functionality as web application, which can be accessed through
a web browser, the web application is also capable of exposing web services. These mediate
integration with other external or internal applications.

3.5.1. RESTful Services

REST web services bring a number of advantages, such as performance, security and
simplicity. The web component of the proposed interconnected system publishes REST
services to ensure interoperability with other applications. Thus, it is capable of receiving
and processing queries, and it exposes relevant data for reporting purposes (Figure 10).

Figure 10. Web Services—Web APIs.

The security of the web services determines a consistent research subject. The reported
platform uses an authorisation mechanism (Section 3.2.3), and the data privacy for the
web request/response traffic is firstly assured by using transport layer security (TLS)
connections between the web server and the client applications.

3.5.2. Real-Time Monitoring of a Network Node

The monitoring of a machine from a web interface can be accomplished using the
method that is presented in the section “Client Application”. Thus, it is feasible to collect
data from the related database and embed it into a snapshot. The presentation of the
relevant information to the user is performed using the web interface or the web services.
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Thus, the client application helps the local monitoring of the assigned workstation
to be conducted (Figure 11). Furthermore, the monitored data can be accessed using the
presented web application.

Figure 11. Network resources monitor interface.

3.5.3. Data Access

Communication between the node clients and the server component uses a custom pro-
tocol over TCP/IP. Data elements can be added, modified, removed or sent. The database
layer and the software module that relies on it then use the native transport layer security
encryption provided by the PostgreSQL database server to counter sniffing attacks. On the
other side, the data are consumed by the graphical user interface module using RESTful
requests over the secure Hyper Text Transfer Protocol (HTTPS). Mutual authentication,
confidentiality and integrity are ensured through the use of custom protocol message
communications over a secure socket layer.

4. Experimental Assessment and Discussion

The assessment of the designed architecture was conducted using an experimental
environment, which includes one machine to support the administrative tasks, multiple
virtual machines (VMs) running different distributions of GNU/Linux and Microsoft
Windows that act as data providers, a Fedora Linux machine that represents an application
server, and a MySQL database VM that stores related data. Relative to the web application,
Java Spring Boot was used. The screen capture from Figure 12 presents the test environment
with three clients, Fedora, Windows and Raspberry PI running Linux Ubuntu, which
supports the assessment of the demo application that concerns the analysed concept.

The implementation of the client and server components was conducted in C++,
due to its speed and ability to run cross-platform. Data gathering was performed using
Linux Kernel API, WinAPI, and the tools described in Section 3.2.1. The web application
relies on the Java Spring Boot framework, and the database component is based on the
MySQL server.

Since the proposed concept is implemented using platform-independent technologies,
the system can be deployed on different infrastructures without having to completely
change the considered technologies.

The specification and implementation of proper policies and tools concerning network
monitoring represents a critical aspect of network security.

The monitoring process, which is conducted using the client application, has been
tested on various platforms. The application helps to report the status information, which
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includes data items that range from network connectivity to processor usage. The consider-
ation of network connectivity data enables better awareness regarding the status of nodes
or services. Administrators are alerted when the status of nodes or services indicates lack of
connectivity or bottlenecks, which may be indicative of denial of service attacks. The simple
presence of a network connection can be used, or further machine learning techniques may
be applied to the packets that are sniffed or to the parameters that are reported.

Figure 12. Test environment with three clients.

Improved availability is not the only aspect that is considered relative to network
connectivity and its performance. Some missing connections or sensible resource usage
may result in additional costs. The lack of redundant connections between components also
affects their workload and, more or less directly, their maintenance costs. Although cost is
not always a technical requirement, in most cases, it remains a non-functional requirement
for all distributed systems. Each system comes with its own configuration and maintenance
costs. Considering distributed systems, it is important to place load on resources correctly
and to consequently minimise wasted processor time.

Network performance is a matter of debate, and the proposed platform addresses the
technical aspects by using appropriate system calls and by integrating the ability to use
and extract relevant information and report it to a centralised application. Consequently,
the acquired data are consulted through a web interface. The proper implementation of
baseline monitoring components implies that the performance degradation of the network
can be accurately detected. The application creates snapshots, which can be compared or
graphically displayed to observe the deviations from a stable baseline configuration of the
entire logical network, on which the monitored distributed system is deployed.

Apart from the legacy security requirements, there are other regulatory compliance
requirements that apply to all networks. Some regulations require proper access logs
to be preserved for six months, and others require personal data to be deleted from all
stored data items. These personal data privacy requirements can be implemented using
the proposed integrated management and monitoring tool. The data can be inspected, and
further configuration actions can be applied directly or automatically triggered as required.

The administrator that uses the proposed software system observes congestion of
network links, or congestion of network nodes or services, and consequently, proper
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countermeasures can be quickly applied to ensure improved performance of the overall
system. The performance level of a system is determined by the performance levels of
each service that it provides. Thus, a suboptimal data access service can trigger other
availability problems and consequently slows down the entire system. The number of
threads or processes that run on a CPU can affect the perceived compute performance.
Thus, even if available network resources are at the highest possible level, the workload
on the nodes should be configured and improved. There are tools and software modules
which may be used in order to define and impose resource usage policies at the level of
the operating system’s kernel, such as control groups (cgroups, [85]). Additionally, plain
commands may be issued after proper node-monitoring tasks are performed using the
proposed concepts. The code of the demo implementation for the proposed interconnected
system concept can be accessed in the repository at [86], while the relevant code of the web
system’s server and client components may be accessed in the repository at [87].

Large and scalable software solutions exist which monitor the network nodes, servers,
services and other types of equipment, such as Nagios, SolarWinds, ntopng, etc. Nonethe-
less, particular large-scale attacks are discovered from time to time. The SolarWinds supply
chain attack has affected the compilation of the platform components, and a backdoor
was activated inside the digitally signed code. The research that is reported in this paper
pleads for continuous improvements in the monitoring and intrusion detection software
modules using separately compiled tools for watching and detecting possible intrusion pat-
terns. Consideration of the custom-built platform, apart from the well-known monitoring
tools, implies that further security checks can be independently conducted and that proper
countermeasures are specified and implemented.

Currently, it is common to build large networks of IoT devices, such as smart-meter
gateways fleets, computer tomography fleets, drone fleets, or even self-driving car fleets,
which from a certain perspective are monitored by using the closed network monitoring
tools to assure their connectivity and healthy functioning, and considering the other per-
spective, they are connected to proxy microservices for reporting their readings to the
facility providers. The proposed platform tools for monitoring timing, quality, and quan-
tity of exchange data can be considered to avoid bogus reporting or missing data. Thus,
it is possible to detect if unnecessary reporting appears into the system. Since the data
exchanges between the smart devices are usually encrypted, the proper statistics related
to the security tools are more relevant if the reporting code is executed at the beginning
and at the end of the communication tunnels. Consequently, the proper modification and
usage of the proposed proof of concept imply that the qualitative analysis of the exchanged
data can be assured and the related attacks prevented.

Thus, Table 1 presents the processor and memory deviation, which is related to the
processor and memory usage of a monitored node. The deviation is not acceptable since the
node only hosts and controls a device through a microservice, which conducts no planned
activity, such as queries and updates, at the moment when the snapshot is requested.
Consequently, a security alert must be raised. Moreover, consideration of the mentioned
custom monitoring routines helps to distinguish between pop and push device data.

Table 1. Snapshot parameters comparison between threshold and actual snapshot for a host node.

Data Image CPU Usage Memory Usage

Threshold 5% 20%
Snapshot 8% 30%

Table 2 illustrates the received data packets and transmitted data packets for a gateway
node that manages 100 IoT devices, which report the measurements every 15 minutes. Since
the threshold and current snapshot are generated outside the node or software update, no
extra network traffic should be present on the lines, except for the measurement reporting
packages themselves. Considering the low-energy consumption requirements, no requests
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are sent from the gateway node to the connected devices, as they are expected to push the
values four times per hour. Usage of the proposed custom monitoring model implies that it
is possible to detect malfunctioning devices and to consequently trigger online packages to
wake, which can be counted and analysed separately or can use different data snapshots. In
addition, depending on the analysed device, the raw data can be transported into a single
package, which determines each individual measurement. The received (RX) package
number can be lower and not greater than 4 × 24 × 100, due to the implied network
connections. Thus, a larger value could suggest replay attacks, which attempt to reproduce
older values, or it may suggest initiation of a distributed denial of service attack.

Table 2. Number of packages on receive and transmit channels for a gateway node.

Data Image RX Packages TX Packages

Snapshot 9600 0

Consistent consideration of customisable network-monitoring approaches may also
provide a precise overview concerning unauthorised access attempts. As an example, there
are attacks that send many requests per unit of time, but there are also more sophisticated
attacks that send few malware requests, and they are not easily detected. Network traffic
monitoring and the requests classified at the level of the compute nodes allow for complex
event-processing techniques to be designed and implemented. Consequently, the overall
cybersecurity of the networked structure is intelligently enhanced.

Monolithic or large closed solutions may prove difficult to securely operate in certain
environments. As an example, the SolarWinds Hack [88] proved that a comprehensive
monitoring solution, which does not offer the possibility to proactively customise critical
functional code sections, may be prone to catastrophic security breaches. Consequently,
the solution is represented by a decoupled and modular architecture, such as the one that is
presented in this paper, which may be efficiently tweaked and enhanced considering both
security and performance aspects.

5. Conclusions

This paper describes an integrated real-time network-monitoring and management
approach which relates to hardware and software resources in heterogeneous computer net-
works. This paper presents the related existing contributions, and it consequently describes
the proposed monitoring and management solutions. Moreover, it was implemented and
deployed considering a real-world use case, which was also described. The experimental
assessment demonstrates that the proposed solution is capable of efficiently monitoring
and managing the intended networked structures.

This article also analyses the concept of network security, with a significant focus on
distributed system nodes, IoT devices, and cloud-based deployments. The architectural
model described in this paper fully addresses the functional and logical requirements of
the three use cases, and the validity of the proposed model is justified by the described
experimental assessment. Furthermore, this model is highly adaptable, considering that
it is platform independent. Moreover, the proposed system architecture is suitable for
the detection of a wide range of security patterns. This allows for an easy and efficient
integration of the described solution into the target infrastructures. This relieves the
resource monitoring and management of software-defined networked infrastructures.
The monitoring agents report the working parameters as snapshots. The comparative
analysis of the snapshots is proper for the implementation of efficient cyberattack detection
and mitigation mechanisms.

Several benefits related to the general problem of network monitoring have been
covered in this paper. Thus, operational cost savings, increased availability, improved per-
formance and security, and baseline monitoring represent some of the cybersecurity policy
components, or countermeasures, which are built into the proposed integrated system.
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The described architecture may be further customised and extended considering
the current state-of-the-art monitoring, network-management approaches and defence
strategies, which relate to future threat-hunting methodologies. The proposed modular
architectural structure allows for efficient subsequent maintenance and development of the
implemented solution, which will be continuously improved upon in the future.
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GPU Graphics Processing Unit
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