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Abstract: Renewable energy is an essential solution for addressing climate change, providing sus-
tainable options that are vital for a more environmentally friendly future. Integrating information
technology (IT) into renewable energy systems has driven remarkable progress, enhanced efficiency,
and enabled remote monitoring. Nevertheless, integrating IT into these systems dramatically in-
creases their vulnerability to cyber threats and potential attacks. This study thoroughly investigates
the enhancement of security measures in an IoT-based solar energy remote monitoring system. The
research integrates advanced technologies, including Advanced Encryption Standard (AES), myRIO
board, and NI’s SystemLink Cloud platform, to enhance data security in smart solar energy mon-
itoring systems. Emphasizing AES encryption ensures secure information exchange between the
myRIO board and the computer. NI’s SystemLink Cloud offers a user-friendly interface for real-time
monitoring of critical solar system parameters, supported by robust security measures such as HTTPS
encryption and access control. This study sets higher data protection standards in smart energy
systems by promoting advanced encryption and secure cloud infrastructures. The approach involves
seamlessly integrating renewable energy sources with IT innovations while prioritizing proactive
measures to strengthen solar energy system security.

Keywords: cybersecurity; solar energy; renewable energy; Internet of Things; myRIO; cloud security;
Advanced Encryption Standard; LabVIEW; SystemLink Cloud

1. Introduction

Renewable energy sources are necessary due to rising global demand and the adverse
environmental effects of burning fossil fuels. Renewable energy is produced from naturally
replenishable sources such as solar radiation, wind, water flow, geothermal heat, and
biomass. Recognition that renewable energy systems provide cleaner, more sustainable al-
ternatives to conventional energy sources while simultaneously addressing climate change
mitigation, energy security, and socioeconomic development is driving the move to these
systems [1]. Among the many types of renewable energy, solar energy stands out as the
undisputed leader in rapid growth and extensive advancement. Solar power is widely
recognized in the scientific community as the foremost contributor among renewable en-
ergy sources [2–4]. This recognition is based on many key factors, including the plentiful
availability of solar resources, the environmental sustainability of solar power, and the
significant technological advances achieved in this field [5]. According to projections, solar
array installations may provide around 45% of the global energy demand by the middle of
the 21st century [6].

The incorporation of Internet of Things (IoT) technology into solar photovoltaic (PV)
systems signifies a noteworthy advancement in the field of sustainable energy [7]. The IoT
is a conceptual framework that comprises a network of networked devices equipped with
sensors, software, and communication capabilities [8]. This framework enables the smooth
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exchange of data and remote-control functionalities. The use of this technology in solar
PV systems enhances these installations, making them smart by facilitating adaptation,
connection, and improved operating efficiency. The importance of IoT in solar energy
systems is summarized in [9–12] as follows:

• Comprehensive Monitoring and Control: The use of IoT technology brings about a sig-
nificant transformation in the operation of solar PV systems, enabling continuous and
detailed monitoring of these systems in real time [9]. The system incorporates strate-
gically positioned sensors to monitor and measure several performance indicators,
such as voltage, current, and temperature, at numerous locations. The meticulous data
collection at a granular level enables exact analysis, hence facilitating optimization of
energy output and system performance;

• Remote Management Capabilities [10]: IoT technology enables remote access and con-
trol, crucial components in contemporary PV systems. Remote diagnostics have made
it possible to detect and promptly address inefficiencies or anomalies inside a system.
Moreover, remote configuration enables users to modify system parameters, such
as the orientation of panels, in a responsive manner to external factors, maximizing
energy capture efficiency;

• Predictive Maintenance Strategies: IoT sensors consistently collect data, facilitating
the development of predictive maintenance models [10]. The proactive method entails
identifying prospective flaws or abnormalities in the system’s operation. Through the
use of historical data and the application of predictive analytics, maintenance person-
nel can anticipate and effectively manage maintenance needs. This proactive approach
serves to minimize system downtime and guarantee ongoing energy production;

• Optimization of Energy Management: Integrating IoT technology is crucial in op-
timizing energy management processes [11]. By allowing smooth interaction with
smart grids, IoT integration enhances the effectiveness of energy management systems.
The integration of this system enables the effective allocation of loads, optimizing the
distribution and consumption of energy resources. Furthermore, the IoT technology
facilitates the efficient exploitation of energy storage systems, enabling the collection
and optimum utilization of excess energy;

• User Interface and Data Visualization [12]: The user interfaces of IoT-enabled PV
systems provide a user-friendly experience, allowing users to access detailed informa-
tion on energy production and consumption trends. Using user-friendly dashboards
and mobile apps allows individuals to obtain a comprehensive understanding of
system performance, enabling them to make well-informed decisions about energy
consumption and optimization methods.

In addition to energy management, IoT-enabled PV systems possess the capacity
to interact effortlessly with smart home or building systems. The integration described
promotes a comprehensive approach to optimize energy use, enabling automated energy
usage and supporting improved overall efficiency. Integrating IoT technology into solar PV
systems surpasses traditional capabilities, converting these configurations into intelligent,
adaptive, and exceptionally efficient components in sustainable energy solutions.

Nevertheless, despite the diverse functionalities introduced by the integration of IoT
technology into smart PV systems, this concurrently exposes these systems to a spectrum
of vulnerabilities and potential security risks [13]. The presence of these aspects in IoT-
enabled PV systems requires an in-depth investigation of the inherent threats associated
with their expanded functionality. The expanded attack surface is a noteworthy risk arising
from the networked nature of IoT devices inside smart PV systems. The connectivity
facilitated by various communication protocols and associated devices unintentionally
introduces possible weaknesses in the system’s infrastructure, which malevolent actors
may exploit. Furthermore, the intrinsic characteristics of IoT devices, which include
collecting, transmitting, and storing data inside these systems, give rise to concerns about
potential cybersecurity breaches. The presence of vulnerabilities in encryption methods or
insufficient security measures might lead to unauthorized individuals gaining access to
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sensitive data, such as crucial energy production metrics or user information. Consequently,
this exposes the system to potential exploitation.

Furthermore, the injection of false data into the monitoring systems of intelligent solar
energy infrastructures presents a substantial threat to their integrity and reliability [14].
These systems depend on precise data from IoT devices to provide informed decision-
making and operational control. Nevertheless, vulnerabilities in these devices or the
communication channels they use create opportunities for adversaries to introduce mod-
ified or fabricated data into the system. Infiltration undermines the integrity of energy
production measurements and other vital data, resulting in flawed decision-making proce-
dures. Ensuring confidentiality inside IoT-enabled smart solar energy systems is equally
important. The violation of confidentiality not only infringes upon users’ privacy but also
presents avenues for adversaries to exploit weaknesses inside the system, possibly leading
to interruptions or manipulation of critical energy production metrics. Ensuring the preser-
vation of the secrecy of this data is essential in maintaining credibility and safeguarding
the integrity of intelligent solar energy systems.

Moreover, it is essential to maintain user privacy while employing IoT-based solar
energy [15,16]. The collection of solar data, while providing useful insights into energy
usage and system efficiency, raises a range of privacy problems that need thoughtful exam-
ination. Solar panels, in their effort to capture intricate energy patterns, unintentionally
gather sensitive data on daily routines, energy use, and even the presence of individuals
inside residences. The unlawful disclosure of these data presents a substantial risk, which
could compromise the privacy and security of people and their homes. Ensuring protec-
tion against unwanted access to this vast amount of information becomes essential. In
addition, the solar panels’ geographical data pose a possible threat to location monitoring.
Examining this data might enable the monitoring of an individual’s whereabouts, raising
worries about privacy infringement. Safeguarding the geographical data linked to solar
energy installations is crucial in deterring unauthorized intrusions into people’ personal
privacy. In addition, a significant number of solar energy systems use cloud-based plat-
forms and third-party service providers for the storage and processing of data. Although
this strategy improves its usefulness, it also presents a vulnerability, namely, the potential
for unauthorized access to personal information held on these sites.

This research thoroughly investigates the enhancement of security measures in an
IoT-based solar energy remote monitoring system. The Advanced Encryption Standard
(AES) [17], LabVIEW [18], myRIO board [19], SystemLink Cloud technology [20], Wi-Fi
communication, and additional multidimensional approaches are integrated into the pro-
posed approach to ensure the security of smart solar energy system monitoring. One of the
most popular and extensively used symmetric block encryption algorithms worldwide is
the Advanced Encryption Standard (AES) algorithm [21]. This method has a unique struc-
ture when it comes to encrypting and decrypting sensitive data. Using the AES technique
to encrypt data makes it difficult for threat actors to decipher. To date, there has been no
proof that anyone can break this algorithm. AES supports three distinct key sizes—128 bits,
192 bits, and 256 bits—with a block size of 128 for each of these ciphers. This integration
of technologies aims to mitigate the vulnerabilities found in IoT-enabled solar systems by
providing strong security measures and improved monitoring capabilities. A robust local
monitoring system is built by using myRIO board and LabVIEW. The smart solar energy
infrastructure utilizes the Advanced Encryption Standard (AES), a widely acknowledged
encryption standard, to enhance the security and privacy of the data transmitted in the
system. AES encryption is a cryptographic technique that protects sensitive data, such as
energy production measurements and system settings, by preventing unauthorized access
or security breaches. Moreover, using LabVIEW software enhances the ability to gather
data with precision, allowing real-time monitoring and analysis of solar energy indicators.
Implementing this localized monitoring system improves the accuracy and reliability of
data while reducing the potential for introducing erroneous data. As a result, this system
plays a significant role in facilitating well-informed decision-making procedures.
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Furthermore, integrating SystemLink Cloud technology expands the monitoring ca-
pabilities beyond local networks, facilitating remote access and monitoring of the smart
solar energy system. Using the SystemLink Cloud, authorized stakeholders can access
real-time data and monitor system performance from any place and at any moment. The
use of a cloud-based method improves the accessibility of the system while simultaneously
maintaining strong security measures. The proposed complete method not only tackles the
issues of data confidentiality and false data injection, but also promotes the development
of a flexible and secure monitoring framework for intelligent solar energy systems.

The following are the main contributions of the article:

• Thoroughly examining the implementation and assessment of AES-256 encryption in
the smart solar energy monitoring system. Highlighting the crucial significance of en-
cryption emphasizes the utmost need to secure data and guarantee the confidentiality
and integrity of sensitive information within renewable energy systems;

• The integration of NI’s SystemLink Cloud platform, a significant advancement in
improving remote access functionality. This integration greatly enhances the accessi-
bility and usage of critical solar system parameters by providing secure access from
multiple locations. As a result, this improves the efficiency and operational capabilities
of the system;

• In addition, the research advocates using strong security measures, namely, HTTPS
encryption, role-based access restrictions, and encryption protocols in renewable
energy systems. This mechanism not only strengthens individual components but also
enhances the overall security posture of smart energy systems, ensuring resistance
against cyber-attacks;

• Finally, the research illuminates the benefits of integrating IT into renewable energy
systems and discusses proactive measures to mitigate vulnerabilities from implement-
ing information technology in renewable energy systems. It emphasizes the need to
avoid security gaps, defend against new cyber threats, and guarantee the system’s
reliability by carrying out and supporting proactive methods.

2. Related Work

In recent years, the literature has strongly stressed the crucial significance of data
encryption as a fundamental element in ensuring the security of data transmission inside
energy monitoring systems [22–26]. Research has emphasized the vulnerability of unen-
crypted data as they are being sent, highlighting their susceptibility to being intercepted and
tampered with by unauthorized individuals. Researchers [27–29] have extensively studied
several encryption approaches, strongly pushing for the use of solid encryption protocols
such as Advanced Encryption Standards. Comparative evaluations have examined the ef-
fectiveness and appropriateness of encryption algorithms in terms of characteristics such as
computing efficiency, scalability, and resistance to possible cyber-attacks [30]. Furthermore,
studies have investigated incorporating encryption techniques into current data-gathering
systems, illustrating how encryption may enhance data integrity while maintaining system
performance. These studies highlight the importance of encryption in safeguarding the
confidentiality and integrity of data transmitted between monitoring devices. Encryption is
a critical defense against possible cyber-attacks in power monitoring [31]. In parallel, cloud
integration is a revolutionary method that substantially impacts data storage, accessibility,
and the general operation of solar energy systems [32]. Cloud solutions are essential for
facilitating remote access to critical solar parameters, providing scalability, flexibility, and
redundancy in data storage. Research highlights the importance of robust authentication
systems and data encryption while they are in the cloud [33]. In addition, cloud-based
analytics are essential for analyzing large amounts of data from solar systems, offering
optimization insights, and enabling predictive maintenance. The research in [34] clearly
states how the interest in cybersecurity research in renewable energy has dramatically
increased over the years.
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One research paper [35] presents an innovative advancement in monitoring solar PV
systems by introducing a novel data-collecting system based on the IoT. The proposed
system provides a remedy for the inherent constraints of wired and wireless monitoring sys-
tems, which often encounter exorbitant expenses, limited availability, and labor-intensive
operating requirements. Moreover, the suggested solution utilizes open-source software
and cloud services, which offer cost-efficiency and readily available options. The proposed
innovative method allows for real-time monitoring and thorough data collection from the
PV system, making assessment and optimization of performance easier. Although the study
properly presents a monitoring system that is both affordable and easily accessible, it fails
to address the crucial issue of cybersecurity in IoT-based renewable energy systems. The
absence of any focus on evaluating and reducing possible security and privacy weaknesses
in these systems highlights a significant problem that requires attention. To fill this gap, our
study prioritized strengthening security measures in renewable energy remote monitoring
systems. This significant addition addressed the need for more solid security measures in
connected renewable energy monitoring systems.

In article [36], the authors presented a wireless IoT network system that connects
with a smart grid system. Its objective was to monitor the state of an unstable microgrid.
The researchers suggested using a delay-universal coding system and a step-by-step es-
timate technique to address problems in the wireless connection and optimize the use of
a specific coding method. By performing numerical testing, they demonstrate that this
communication approach, in combination with the estimate strategy, successfully monitors
the condition of any uncertain microgrid. The article also investigates the impact of various
wireless network configurations on tracking capabilities. In addition, it compares the
suggested technique and a regular block coding method, showing that the new approach
surpasses the old one in terms of monitoring performance. Nevertheless, a significant
drawback in the article is the need for more analysis or acknowledgment of possible cyber
vulnerabilities in the communication infrastructure. The likelihood of malicious intercep-
tion by hackers constitutes a significant concern. Although the architecture effectively
reduces communication failures, a security compromise might still result in disruptive
behaviors that could destabilize the grid system.

Another research paper [37] explores the cybersecurity aspects of exchanging renew-
able energy certificates (RECs) using distributed ledger technology (DLT) and blockchain.
The statement emphasizes the crucial need for secure techniques to track and verify the
source of energy resources while assuring the security of transactional operations related
to renewable energy certificates (RECs). The article provides a thorough overview of the
essential cybersecurity requirements that are necessary to protect REC-related data and
applications. This entails using the NIST Smart Grid Cybersecurity Controls as a point of
reference and suggesting a cybersecurity maturity model derived from the NIST Cyberse-
curity Frameworks. The research underscores the need to align and adapt the system when
implementing a fully functioning DLT-based REC trading platform in current electricity
markets and systems. It also highlights the compatibility of DLT technology with existing
cybersecurity standards. Furthermore, it strongly emphasizes the need for a comprehensive
evaluation of power system, communication, and cybersecurity standardized frameworks
before commencing operational trials of the suggested use case.

Article [38] examines the preservation of end-user privacy in the smart grid by ex-
plicitly studying the usage of homomorphic encryption. The primary aim of the research
was to protect consumers’ personal information using homomorphic encryption meth-
ods. This encryption technique allows energy providers to interact with encrypted data
without decryption, preserving sensitive information’s security. The paper emphasizes
the continuous testing and application of these methods, using Raspberry Pi devices as a
crucial component of the experimental configuration. This study represents a significant
advancement in safeguarding privacy in smart grid systems while allowing for necessary
operations on encrypted data. It can promote greater security and privacy protection in
the energy industry. In contrast, our research focuses on ensuring data security from solar
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monitoring systems. This is achieved using the Advanced Encryption Standard (AES) with
a myRIO board and a secure cloud infrastructure. Although both study fields focus on data
security in the energy sector, there are substantial differences in the method and technology
used. We prioritized securing the solar monitoring system by using AES encryption and a
customized hardware configuration to improve security and integrity within the system.

Therefore, our research developed a new method to enhance the security of remote
monitoring systems for solar energy. The research integrated advanced technologies, in-
cluding Advanced Encryption Standard (AES), myRIO board, and NI’s SystemLink Cloud
platform, to enhance data security in smart solar energy monitoring systems. The study
leverages the combination of LabVIEW programming with G Web Development tools to
provide efficient data acquisition and communication with cloud services. Subsequently,
we carefully implemented AES (Advanced Encryption Standard) encryption to guaran-
tee secure data transmission inside solar systems. The study progressed beyond solely
implementing AES and included preventative measures such as modeling possible attack
scenarios on the system. Furthermore, we thoroughly investigated the integration of Sys-
temLink Cloud, guaranteeing the ability to securely access critical solar parameters from a
remote location.

3. Materials and Methods
3.1. System Architecture

Figure 1 depicts the overall design of the system. The architecture of this remote moni-
toring system is specifically intended to efficiently and securely monitor the characteristics
of solar energy, including voltage and temperature, in a solar system. In the implementation
of the security aspect of the study, two PV parameters, namely, voltage and temperature,
were employed. It is worth noting that other PV parameters, such as current, light intensity,
etc., can also be incorporated using the same methodology. The sensors are connected to a
myRIO board, the central processing unit. The myRIO board is vital in collecting sensor
data and using Advanced Encryption Standards (AES) to encrypt them in our system.
The myRIO board and the PC are linked wirelessly using Wi-Fi, allowing communication
between these components. The use of Wi-Fi for transmitting data from sensors in solar
energy systems offers several benefits, including widespread accessibility, affordability,
and the capacity to monitor and analyze data in real time [39]. Although we used Wi-Fi
in our architecture to transmit data, other wireless communication technologies, such as
cellular networks or specialized communication protocols, may also be used, depending on
particular needs and limitations. The experiment is implemented for short distances, and,
therefore, Wi-Fi is suitable. The wireless connection enables encrypted data transmission
from the myRIO board to the PC. Upon reaching the computer, the encrypted data are
decrypted using LabVIEW software. The encrypted data are shown on the local computer
and transferred to a cloud application called SystemLink Cloud for remote monitoring.

The web application hosted on the SystemLink Cloud is designed using G Web
Programming tools. This program facilitates the development of a user-friendly interface
that can be accessed by web browsers, allowing users to conveniently monitor the solar
system from any location with internet connectivity. Deploying this web application in
the cloud using SystemLink Cloud significantly improves its accessibility. Cloud hosting
guarantees the online availability of the program, enabling users to access it remotely
without any limitations based on location. Users may conveniently access the monitoring
dashboard or interface of the SystemLink Cloud platform by logging in using their web
browsers. The SystemLink Cloud application acts as a platform for users to monitor the
solar system from a distant location. The technology offers a user-friendly interface or
dashboard that allows anyone to obtain real-time data on the voltage and temperature of
the solar system. The ability to monitor remotely is essential for effective maintenance and
prompt detection of any anomalies in the system.
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3.2. NI myRIO-1950 Board

The myRIO board-1950 [40], created by National Instruments, is a crucial tool in em-
bedded system development, demonstrating a powerful blend of features and capabilities.
The myRIO board incorporates an FPGA fabric and a dual-core ARM Cortex-A9 CPU in a
Xilinx Zynq system-on-chip (SoC). This integration provides the board with a powerful
combination of processing power and versatility essential for various applications. The
myRIO board excels in its flexible input/output interfaces, which include digital I/O,
analog inputs, PWM outputs, and a wide array of communication interfaces (SPI, I2C,
UART, USB). The myRIO board is essential in educational environments, as it is a cru-
cial platform for students and engineers to delve into embedded systems, control theory,
signal processing, and data collection. Figure 2 illustrates the arrangement and function-
alities of the NI myRIO-1950 components. The graphic depicts two parts: (a) illustrates
the Real-Time (RT) process of myRIO, while (b) showcases the Field-Programmable Gate
Array (FPGA) of myRIO. In the RT processor, we have implemented the standard (AES)
algorithm. Hence, the project’s selection of the myRIO board was based on its adaptable
integration capabilities, a wide range of input/output interfaces, wireless connectivity for
remote monitoring, compatibility with LabVIEW for efficient development, educational
significance, and suitability for small-scale embedded systems projects.

3.3. SystemLink Cloud

SystemLink [41] is a resilient cloud-based platform developed by National Instruments.
It is a centralized hub for gathering, storing, and analyzing data from several intercon-
nected devices and systems. SystemLink is essential for optimizing remote monitoring and
management procedures, providing a comprehensive set of tools and services designed to
improve data collection, processing, and visualization. The platform functions as a central-
ized storage system, gathering data from many sources, including IoT devices, sensors, and
instruments, to provide a holistic perspective on the operation and behavior of the system.
The platform’s main feature is its remote monitoring and visualization ability. Users are
enabled to receive real-time data from linked devices using configurable dashboards and
graphical representations. The ability to monitor in real time provides instant visibility into
the system’s functioning, enabling quick decision-making. In addition, SystemLink offers
advanced analytics tools specifically built to handle and analyze the gathered data. These
technologies facilitate extracting valuable insights, trends, and patterns, empowering users
to make well-informed choices and effectively execute diagnostics. The critical advantage
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of SystemLink is its ability to effortlessly integrate with a diverse range of hardware and
software platforms, enabling smooth connection. The support for APIs and developer tools
enables the development of customized integrations and applications specifically designed
to meet project needs. The project heavily relied on SystemLink since it could gather data
from different devices, allowing remote monitoring, and due to its security features.
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3.4. Web Application for Web User Interface

A web user interface (UI) enables remote monitoring and control of the system, irre-
spective of the geographical location. This access might originate from a device inside the
same network or any location. Employing web technology for these remote interfaces obvi-
ates the need to install specific apps on client devices such as desktops or mobile phones.
The G Web Development Software 2021 [42] developed by National Instruments (NI) has a
dual function. It offers an editor that generates the web application’s user interface and
client-side code. Furthermore, it provides hosting and data services, facilitating the sharing
of web applications either inside the local network or across the internet. Depending on
personal needs, there is the option to either use these technologies together or include
individual components with external tools. Our approach utilizes remote monitoring to
provide universal internet access.

The G Web editor simplifies the creation of WebVIs (Web Virtual Instruments). Al-
though it may have a distinct appearance compared to LabVIEW, it utilizes a version
of the G language that operates via a web browser. Modifying the panel of a WebVI is
similar to LabVIEW, with a selection of controls and indicators designed explicitly for
engineering purposes. Significantly, G Web enables the development of flexible designs
that automatically adapt to different screen sizes. This feature allows for a unified WebVI
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that appears ideal across browsers and mobile devices. The editor creates applications
using HTML, JavaScript, and CSS, which are fundamental components of web applications.
Hosting services acquire these application files and store them at a specific URL, similar to
how accessing a URL such as ni.com retrieves a web application’s HTML, JavaScript, and
CSS files.

After the web application is launched in a browser, such as on a mobile device, data
services facilitate communication between the web application and the system. The G
Web Development Software encompasses hosting and data services, providing all the
essential elements for constructing a complete online application. The methodology used
is developing a web application that can be accessed over the internet using the hosting
services provided by systemlinkcloud.com. This approach guarantees safe user access
without the need to maintain a server that is publicly accessible. NI provides industry-
standard HTTPS security for hosting apps and enables access and permissions via users’
ni.com accounts (accessed on 5 December 2023).

At first, we modified our LabVIEW system to use data services to publish data to
SystemLink. Although the main emphasis is on using LabVIEW in this situation, it is
essential to mention that NI has data service APIs for other programming languages like
Python and C# if the system includes components developed in those languages. In the
future, we will create a web application and upload it to SystemLink’s Hosting service,
providing a URL for accessing the program on devices like smartphones. Since the web
application runs on our device, we will employ data services to establish communication
with SystemLink and obtain the data from our system.

3.5. SystemLink Cloud API Connection

Figure 3 shows the connection between SystemLink and our system. The workflow
includes initial authentication through the creation of an API key in SystemLink, the
establishment of connections through the functionalities of LabVIEW, the transmission
of voltage and temperature data to SystemLink tags, the verification of data reception in
the Data section of SystemLink, and the replication of the same functionality in a web
application project through the use of G Web Development Software. The following steps
are taken for the connectivity:

Authentication and establishing a Connection to the SystemLink Cloud: First, log in
to SystemLink using the credentials associated with an NI account to generate an API key.
Through the Security section, an API key is generated, which is a unique identification
used for authentication. It is copied to a local document to refer to the API key value in the
future. The naming must be proper so that its application may be identified;

1. Using the API Key in LabVIEW: In LabVIEW, the Open Connection function is
used to establish a connection to SystemLink using the API key and server URL
(api.systemlinkcloud.com). Once the API key has been pasted into the constant
provided to Open Configuration, authentication for data transfer is established;

2. Transmission of data to the SystemLink: Opening a tag and giving it a name is the
first step in creating a tag. If the tag does not exist, this operation will create it first;

3. Writing voltage and temperature data: Send the voltage and temperature data that
have been acquired to the write tag that has been defined in SystemLink;

4. Verification of tag creation: Upon executing LabVIEW VI, examine the Data section of
SystemLink to validate the establishment of the tag and the successful receipt of data.
At this step, we ensure that the communicated voltage and temperature values are
accurately shown in the tag on SystemLink;

5. G Web Development Software: Using G Web Development Software, we develop a
web application project and use the same code that we used in LabVIEW throughout
the development process. First, using our API key, we establish a connection to
SystemLink. Next, open the tag by its name. Finally, read it. The value is wired to
both our indicator and our charts simultaneously.
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3.6. Advanced Encryption Standard (AES)

The Advanced Encryption Standard, or AES [43], is a popular symmetric encryption
algorithm for protecting private information. It works with keys that are 128 bits, 192 bits, or
256 bits in size and with fixed block sizes that are 128 bits. In order to convert plaintext into
ciphertext, AES uses a series of mathematical operations such as XOR, substitution, shifting,
and permutation. It has become the de facto standard for data security in communications,
software, and hardware because of its reputation for resilience, speed, and resistance to
different cryptographic attacks. Figure 4 illustrates the summary of how AES works, and
the process is explained below:

1. Key Expansion: The procedure starts with key expansion. The initial key undergoes
a sequence of modifications to generate a collection of round keys. The keys are
generated by a key schedule method, which produces subkeys for each cycle of the
encryption process;

2. Initial round key addition: The process of first-round key addition involves dividing
the 128-bit plaintext block into a 4 × 4 matrix, which is referred to as the State. The
first step entails performing an XOR operation (AddRoundKey) between the State
and the first-round key.

• Rounds: AES works by executing a sequence of rounds, with the specific number
defined by the size of the key—10 rounds for a 128-bit key, 12 rounds for a 192-bit
key, and 14 rounds for a 256-bit key, as shown in Table 1 for AES parameters.
Every round has four primary transformation steps: SubBytes: This stage entails
substituting each byte individually using a predetermined lookup table known
as an S-box. The S-box is used to substitute each byte in the State matrix with
another byte;

• ShiftRows: During this stage, the bytes inside the State matrix are cyclically
moved across the rows. The first row stays unaltered, the second-row changes
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one position to the left, the third row shifts two places to the left, and the fourth
row shifts three positions to the left;

• MixColumns: This stage applies a mathematical operation to each column in
the State matrix, considering the column as a polynomial and multiplying it
by a predetermined polynomial. This mixing step enhances the dispersion and
obfuscation of the data;

• AddRoundKey: The State matrix is XORed with a round key that is derived from
the key schedule. The encryption procedure becomes much more challenging
after completing this phase;

3. Last Round: The MixColumns step is omitted in the last round to streamline the decryp-
tion procedure. The components include SubBytes, ShiftRows, and AddRoundKey;

4. Output: The ciphertext is represented by the State matrix that is produced when the
last round is finished;

5. Decryption: Decryption in AES entails a similar but reversed procedure. The ci-
phertext is subjected to a reverse transformation, employing the round keys in the
opposite order. To obtain the original plaintext, the inverse procedures (InvSubBytes,
InvShiftRows, InvMixColumns) are used in addition to the AddRoundKey step.
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Table 1. Advanced Encryption Standard parameters.

AES Parameters AES-128 AES-192 AES-256

Key size 128 192 256
Plaintext block size 128 128 128
Number of rounds 10 12 14

Round key size 128 128 128

The LabVIEW Cryptography Toolkit [44] was used to carry out the AES encryption and
decryption procedures in this study. The encryption was implemented to protect the data,
voltage, and temperature measurements transmitted from the solar energy system’s sensors
to a computer over Wi-Fi. The toolkit enables the implementation of symmetric encryption
and decryption, and it includes all block cypher modes [45] of operation with various key
lengths, such as 128, 192, and 256 bits. However, in the context of IoT, where nodes often
have limited resources, using classical cryptographic algorithms is costly and inefficient [46].
In light of this issue, our work implemented Electronic Codebook Mode (ECB) with a key
of 256 bits in our system. This mode of operation is suitable for IoT applications with small
payload lengths, usually less than 16 bytes [47]. This strategic decision aligns with the need
to maximize security measures in the limited-resource environment of IoT nodes while
maintaining a careful balance between strong cryptography and operational efficiency.
Figure 6 shows the AES encryption method inside LabVIEW’s graphical programming
environment. It demonstrates the methodical process of encrypting data acquired from
sensors. The illustration consists of linked blocks or components representing the various
steps of the LabVIEW Cryptography Toolkit’s AES encryption process. These blocks
represent the process of converting raw sensor data into encrypted ciphertext, which
guarantees the confidentiality of the data while they are being transmitted. On the other
hand, the decryption process that is implemented inside LabVIEW is shown in Figure 7.
This schematic shows how the LabVIEW Cryptography Toolkit’s AES decryption decodes
the encrypted data that the myRIO board sends to the computer via Wi-Fi. This shows
the process of receiving encrypted data, decrypting them, and then obtaining the original
plaintext. The pseudo-code procedure of the AES architecture is illustrated in Figure 5.

3.7. PV Module and Sensors

For PV data acquisition in this project, two essential components are employed: a
compact monocrystalline PV module for measuring voltage and a TMP116 Sensor [48] for
recording temperature. The TMP116 Sensor, manufactured by Texas Instruments, provides
very accurate temperature measurement with a precision of ±0.1 ◦C. It can measure tem-
peratures within a broad range from −55 ◦C to 125 ◦C. The device’s minimal energy use,
data transmission via the I2C (Inter-Integrated Circuit) protocol, and ability to provide
alerts boost its adaptability for many uses. Additionally, its small size allows for easy
incorporation into systems with limited space. The sensor’s outstanding reliability and
adaptability make it an excellent option for accurate temperature monitoring. Integrating
these components with the myRIO-1950 board entails refined connections and commu-
nication protocols. The compact monocrystalline PV module, which produces a voltage
when lighted, is directly connected to the myRIO-1950 board. This connection is used to
measure the voltage output of the PV module. The myRIO board successfully monitors
and collects the voltage readings from the PV module by using its analog input channels.
This integration is essential for acquiring accurate voltage data from the PV module for
analysis and monitoring.

The TMP116 Sensor utilizes the I2C [49] protocol as a digital temperature sensor. The
protocol, known for its simple nature and effectiveness, offers a standardized means of
communication to establish a connection between digital sensors like the TMP116 and
microcontrollers like the myRIO-1950 board. The TMP116 Sensor utilizes the I2C protocol
to enable connection with the myRIO board. To successfully integrate the TMP116 Sensor
with the myRIO-1950 board, we established physical connections between the sensor
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and the I2C ports or pins. Connecting the TMP116 Sensor through the I2C protocol is
detailed in the sensor datasheet [48]. LabVIEW’s I2C driver libraries form a connection
between the myRIO board and the TMP116 Sensor. LabVIEW programming is essential
for coordinating the transmission and the collection of temperature data from the TMP116
Sensor over the established I2C connection. Therefore, this establishes the foundation for
detailed analysis, monitoring, and control of the monitored systems. Integrating devices,
supported by LabVIEW programming and adherence to the I2C communication protocol
standards, guarantees a robust and reliable data collection procedure, which is crucial for
exact measurements and subsequent analysis within the project’s scope.
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3.8. LabVIEW Program

LabVIEW plays a significant role in our process, serving as a robust tool that en-
hances the efficiency and security of our solar system monitoring setup. LabVIEW is
well-recognized for its advanced graphical programming features, allowing us to manage
intricate operations, including data collecting and processing, effortlessly. Figure 6 is a
visual depiction that clarifies the stages in our LabVIEW software. This diagram illustrates
the flow of data from sensor inputs to encryption procedures, offering a concise represen-
tation of how LabVIEW oversees the many elements in our monitoring system. LabView
efficiently handles both digital and analog inputs from sensors inside this framework.
The device utilizes the I2C protocol to collect data from the digital temperature sensor,
demonstrating its versatility in connecting with many sensors. LabVIEW concurrently
and effectively acquires voltage data from the solar system using analog inputs, a crucial
element in our monitoring procedure. LabVIEW enhanced the security of our transmitted
data by using AES encryption, which utilized a robust 256-bit key. LabVIEW’s implementa-
tion highlights its proficiency in managing complex encryption methods, guaranteeing the
secrecy and reliability of our sensitive data. Furthermore, Global Variables in the LabVIEW
program enabled smooth encrypted data transfer.
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Keeping with our approach, Figure 7 shows the LabVIEW program where the en-
crypted data received from the myRIO board are decrypted using the same encryption key
by using the AES decryption procedure. The constancy of this encryption key guarantees
a smooth decryption procedure, facilitating the conversion of the encrypted data back to
their original state. After the data have been successfully decrypted, they may be used
inside our monitoring system for various reasons. Initially, the deciphered data might be
shown locally on the computer. The local display allows immediate and on-site monitoring
of critical parameters such as voltage and temperature, offering real-time monitoring of the
solar system’s efficiency. In addition, the decrypted data are transmitted to the SystemLink
Cloud platform, as explained before. By establishing a link to SystemLink Cloud, users
may remotely monitor and view the solar system’s data from any place with an internet
connection. The cloud-based platform provides a user-friendly interface or dashboard,
allowing users to monitor and analyze the decrypted data remotely in a comfortable and
easily accessible way. As previously elucidated, the incorporation of SystemLink Cloud
into our monitoring system showcases the harmonious interaction between our on-site
monitoring configuration and the ability to access it remotely using cloud-based services.
This link enables users to effortlessly monitor and comprehensively assess the solar sys-
tem’s performance, whether nearby or at a distance. Table 2 lists the materials used in
this study.

Table 2. List of materials used in the study.

No Tool Software Hardware Ref.

1 LabVIEW 2019 ✓ [50]
2 SystemLink Cloud ✓ [41]
3 NI myRIO-1950 board ✓ [40]
4 PV module ✓ [51]
5 TMP116 sensor ✓ [48]
6 Wireshark 4.0.5 ✓ [52]

7 G Web development
Software 2021 ✓ [42]

8 Advance Encryption
Standard ✓ [44]

9 Wi-Fi technology - - [53]
10 Windows 10 PC ✓
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4. Results and Discussion

Analyzing the system’s vulnerability before applying AES encryption was a critical
test in our system security analysis. Before encrypting, we conducted a simulated breach
by playing the role of a malicious actor in the communication channel between the myRIO
board and the computer via Wi-Fi. Figure 8 illustrates this situation, depicting data transfer
in plain text without encryption. Transferring data in their original, unencrypted form
introduces substantial security vulnerabilities into the system. An unencrypted data
transmission may be used by a malicious party, such as a cybercriminal, to pose significant
risks to the system’s integrity and confidentiality, such as the following:

• Data Interception and Collection: Intercepting unencrypted data allows hackers to
gain unauthorized access to critical information about the solar system’s characteris-
tics, including voltage and temperature measurements. The captured data might be
gathered and kept for analysis or immediate exploitation;

• Tampering and Manipulation: The hacker can alter the delivered information with
access to unencrypted data. This manipulation may include modifying voltage mea-
surements or inserting fabricated data, resulting in inaccurate interpretations, system
faults, or complete shutdowns;

• Security Breach and Network Vulnerability: The transfer of unencrypted data has
consequences that extend beyond the local system. This may compromise other
networked devices or systems, increasing the number of security threats;

• Privacy Violation: Apart from manipulating the system, the intercepted data may
include sensitive or personally identifiable information, which might violate user
privacy or expose crucial operational facts about the solar system configuration;

• Strategic Reconnaissance: The act of intercepting unencrypted data, which enables
the threat actor to analyze patterns of communication. This analysis may serve as a
foundation for more advanced targeted attacks or for gaining deeper access to the
system;

• Exploitation of Vulnerabilities: Malicious individuals may take advantage of any
weaknesses found in the unencrypted data transfer to gain extended access to the
system or carry out further attacks, increasing the overall risk.
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Therefore, the scenario highlights the essential need to use robust encryption algo-
rithms, like AES, to strengthen the security of the data being transferred. The successful
deployment of the AES-256 encryption protocol represents significant progress in enhanc-
ing the security of data transmission from the myRIO board to the PC over Wi-Fi. Figure 9
provides a visual representation of the LabVIEW front panel, demonstrating the encryption
procedure that guarantees the confidentiality and integrity of the sent data. The AES-256
encryption technique, which is generally acknowledged as strong, ensures a high degree
of cryptographic security using a 256-bit key. The LabVIEW front panel visualization
demonstrates the systematic transformation of raw data into their encrypted form using
AES-256 encryption. This portrayal highlights the elaborate but organized procedures
required to ensure the security of the sent data. Within this panel, the encryption algo-
rithm converts essential data, such as voltage and temperature measurements from the
solar system sensors, into a cipher text format that is difficult to decode without the corre-
sponding decryption key. Implementing AES-256 encryption in the LabVIEW framework
demonstrates a proactive stance in safeguarding data security.

The decryption step is crucial in regaining the original information for local and
remote monitoring after transmitting AES-256-encrypted data from the myRIO board to
the PC using Wi-Fi. Figure 10 demonstrates the LabVIEW front panel and provides a visual
illustration of the decryption process, demonstrating the conversion of encrypted data
back to their original, readable form. The decryption process described utilizes the same
AES-256 encryption key used during the encryption phase. The symmetrical nature of the
key used for encryption and decryption is crucial, as it guarantees a smooth and accurate
reversal of the encryption process. The encrypted data gained via this method are crucial
in several ways. Firstly, they enable quick local monitoring on the computer, allowing
real-time evaluation of essential metrics for prompt system interventions or modifications.
Furthermore, as previously mentioned, the decrypted data may be securely communicated
to the SystemLink Cloud, allowing for remote monitoring and analysis. Therefore, the solar
system’s performance can be monitored and accessed easily, assuring both accessibility
and continuity.

The system’s security was assessed after implementing AES encryption, which re-
quired modelling possible breaches by acting as a threat actor. We used the Wireshark
program to intercept the Wi-Fi traffic between the myRIO board and the computer. Figure 11
graphically represents the data captured by Wireshark, illustrating the effective encryption
of sent information. The data recorded in Wireshark demonstrate the encrypted structure
of the transferred information. This encryption guarantees that any data collected will be
transformed into an unintelligible form, known as ciphertext, making it impossible for
unauthorized hackers seeking to eavesdrop on the communication channel to understand
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or decode them. Hence, this encryption’s effectiveness confirms the system’s capacity
to preserve sensitive data, emphasizing AES-256 encryption as a reliable defense against
security risks and illegal access while transmitting data.
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In addition, we evaluated the security of remote monitoring throughout the Sys-
temLink Cloud platform. We focused on intercepting traffic from SystemLink Cloud to
individuals accessing it using the Chrome browser from a computer. The security testing
was to ensure the privacy and confidentiality of data transfer during remote monitoring
sessions. Our Wireshark inspection, shown in Figure 12, revealed a comforting finding:
the transmission was encrypted using TLS 1.2. Transport-Layer Security (TLS) is a crypto-
graphic protocol that provides safe communication over a computer network; version 1.2
is notable for its strong encryption capabilities and defends against intruders attempting to
exploit communication channel vulnerabilities.
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Integrating remote monitoring via the SystemLink Cloud is a notable advancement in
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location. Figure 13 visually represents a solar system dashboard on the SystemLink Cloud
platform. It presents voltage and temperature measurements for monitoring and analysis.
The visualization in SystemLink Cloud displays a user-friendly dashboard that provides
essential solar system metrics, including voltage and temperature, for immediate moni-
toring and analysis. Users may safely access the dashboard from any location, allowing
them to gain detailed insights into the solar system’s performance. HTTPS is employed to
guarantee secure data transmission to SystemLink Cloud, ensuring information confiden-
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tiality and integrity. The intuitive dashboard design equips users with the necessary tools
to monitor trends, set alerts, and make informed decisions for optimized management of
solar systems.
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Furthermore, NI (National Instruments) has integrated HTTPS security, which securely
allows the system to be accessed from any computer browser or phone. This implementa-
tion reduces the cost for us to install it on our server. This solution enables effortless and
protected entry to the dashboard, guaranteeing that users may safely monitor the solar sys-
tem’s performance on different devices. The SystemLink Cloud platform offers significant
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benefits in terms of accessibility and flexibility. Users may view the dashboard securely
at any time and from any location with internet availability. This accessibility allows for
ongoing monitoring and analysis, enabling prompt interventions or modifications based
on real-time data, regardless of geographical limitations.

NI’s SystemLink Cloud offers many additional security benefits that enhance the
integrity and safeguarding of data within the platform, extending beyond the implemen-
tation of HTTPS [54]. SystemLink Cloud has access control measures, leading to a secure
and highly controlled authentication procedure. Administrators are permitted access using
National Instruments (NI) credentials obtained from ni.com. This authentication mech-
anism allows administrators to set user permissions and access levels inside the system.
Using delicate controls ensures that unauthorized access to critical data is successfully
controlled. SystemLink Cloud allows for establishing URLs with more flexibility to ensure
safe user access. Administrators may create a private, shared URL to provide safe login
access to the online application. Alternatively, a publicly accessible URL may be made,
allowing everyone to access the content. The flexibility in URL generation accommodates a
wide range of user circumstances, enabling administrators to customize access methods
depending on unique security and use needs. SystemLink Cloud emphasizes data security,
both during transmission and at rest. Robust encryption mechanisms protect stored data,
which remain protected even on cloud servers. This dual-layered data encryption technique
improves security by protecting against possible breaches or unauthorized access to stored
data. The dedication to encrypting data at rest demonstrates SystemLink Cloud’s security
approach, which protects data at all stages of their lifetime.

NI continually monitors SystemLink Cloud for malicious attacks, which has been
shown to be resistant in many circumstances. SystemLink Cloud includes built-in protec-
tion [54] against cross-site scripting attacks, Denial of Service, and any request on the site
that is not verified with the correct API key and formatting is instantly rejected. The follow-
ing are a few examples of how NI defends against common online security risks. Cross-site
scripting (XSS) is the most prevalent sort of attack. XSS happens when an attacker injects
malicious code or scripts into a website without modifying or sanitizing the attacker’s
input. For example, if a forum website does not sanitize user-submitted posts, an attacker
may upload malicious code, which executes on all users’ browsers when the post is loaded.
NI’s web technology uses escape strings to sanitize all inputs and displayed data, as is
conventional best practice. SQL injection is an attack that occurs when one of a website’s
inputs is sent straight to a database without first being sanitized. For example, an attacker
might add code to the input data to destroy, edit, or access a database without the user’s
consent. Because NI’s web technology employs MongoDB instead of SQL, it is not always
susceptible to SQL injection. However, NI continues to sanitize inputs to MongoDB.

Therefore, NI’s SystemLink Cloud provides a wide range of security features that
extend beyond encryption. These measures include access restrictions, encryption proto-
cols, frequent updates, and strict physical and compliance-based security measures. This
collaborative approach guarantees a strong and secure setting for hosting crucial data and
applications, instilling users with confidence about safeguarding their information.

5. Conclusions

This study developed a new method to enhance the security of remote monitoring
systems for solar energy. The research integrated advanced technologies, including Ad-
vanced Encryption Standard (AES), myRIO board, and NI’s SystemLink Cloud platform,
to enhance data security in smart solar energy monitoring systems. The study leverages
LabVIEW programming combined with G Web Development tools to provide efficient data
acquisition and communication with cloud services. Subsequently, we carefully implement
AES (Advanced Encryption Standard) encryption to guarantee secure data transmission
inside solar systems. The study goes beyond solely implementing AES and includes pre-
ventative measures such as modeling attack scenarios on the system. In addition, the
incorporation of NI’s SystemLink Cloud played a crucial role in facilitating remote access.
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It provided a user-friendly dashboard, allowing real-time monitoring of essential solar
system data. The platform’s robust security measures, such as deploying HTTPS and access
restrictions, establish it as a reliable and fortified environment for monitoring data remotely.
The work is essential because it highlights the collaboration between modern encryption
technologies and cloud-based monitoring platforms. It demonstrates a comprehensive
method to strengthen security for smart solar energy systems in remote monitoring situa-
tions. This study establishes a precedent for implementing sophisticated security measures
in IoT-based solar energy systems and remote monitoring, hence raising the requirements
for data protection in comparable fields. In the future, we will implement AES encryption
on the myRIO FPGA directly. We will prioritize improving security and assessing the
encryption performance, timing efficiency, and overall efficacy compared to the current
implementation. Moreover, other PV parameters will be integrated into the study.
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